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Specifying a litmus test

public class TestO {
static int x = O;

» control flow static int y = O;
— — » synchronize
x=0y=0 » method calls @thread
rl =x 2=y + field and array accesses public static void thread1() {
» assertions final int r1 = x;
y = x = | y=1;
/ assert r1==1;
rl==r2==1? J
@thread
public static void thread2() {
final int r2 = v;
X=1;
assert r2==1;
}

}



Specifying a memory model

relational

variables




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)

] ) ) o
relational bitvector arithmetic (+, -, *, /,)

variables




Specifying a memory model

relational constants capture
static properties of a program
» ¢0, control flow
» to, thread order

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)

] ) ) o
relational bitvector arithmetic (+, -, *, /,)

variables




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

relational constants capture
static properties of a program
» ¢0, control flow

» to, thread order relational

variables




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

relational constants capture
static properties of a program
» ¢0, control flow

» to, thread order relational

variables




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

relational constants capture
static properties of a program
» ¢0, control flow

» to = { (10, t1), (10, 12) } relational

variables




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

relational constants capture
static properties of a program
» ¢0, control flow

» to = { (10, t1), (10, 12) } relational

variables

relational variables capture runtime
properties of a program

» A, set of all executed actions
rl = x r2=y » W, maps reads to seen writes
» \/, maps writes to written values
y = | t1 X = | 12 » |, maps reads/writes to locations
» m, maps locks/unlocks to monitors




Specifying a memory model

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

relational constants capture
static properties of a program
» ¢0, control flow
» to = { (10, t1), (10, 12) }

relational

a00: start

a01: wr!te(x, 0) variables relational variables capture runtime
a02: write(y, 0) properties of a program

a03: end » A, set of all executed actions
rl = x r2=y » W, maps reads to seen writes
» \/, maps writes to written values
y = | t1 X = | 12 » |, maps reads/writes to locations
» m, maps locks/unlocks to monitors




Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

ag§= wr;tew, 0) properties of a program

avo:en » A, set of all executed actions
a10: start ) = y » W, maps reads to seen writes
al1:read(x, 0) » \l, maps writes to written values

al12: write(y,1) | x = | 2 » |, maps reads/writes to locations
al3:end t » m, maps locks/unlocks to monitors




Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

ag§= wr:lte(y, 0) properties of a program

:en :

abo:e » A, set of all executed actions
a10: start a20: start » W, maps reads to seen writes
all:read(x,0) |a21:read(y, 1) » 'V, maps writes to written values
a12: write(y, 1) | a22: write(x, 1) » |, maps reads/writes to locations

al3:end a23:end » m, maps locks/unlocks to monitors



Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

ag§= wr:lte(y, 0) properties of a program

:en

ae » A ={(a00), (a01), ..., (a23) }
a10: start a20: start » W, maps reads to seen writes
all:read(x,0) |a21:read(y, 1) » 'V, maps writes to written values
a12: write(y, 1) | a22: write(x, 1) » |, maps reads/writes to locations

al3:end a23:end » m, maps locks/unlocks to monitors



Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

ag§= wr:lte(y, 0) properties of a program

ar--en » A ={(a00), (a01), ..., (a23) }
a10: start a20: start » W = {(a11, a01), (a21, a12) }
all:read(x,0) |a21:read(y, 1) » 'V, maps writes to written values
a12: write(y, 1) | a22: write(x, 1) » |, maps reads/writes to locations

al3:end a23:end » m, maps locks/unlocks to monitors



Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

ag§= wr:lte(y, 0) properties of a program

ar--en » A ={(a00), (a01), ..., (a23) }
a10: start a20: start » W = {(a11, a01), (a21, a12) }
all:read(x,0) |a21:read(y,1) » V = {(a01, 0), (a02, 0), (a12, 1), (a22, 1) }
a12: write(y, 1) | a22: write(x, 1) » |, maps reads/writes to locations

al3:end a23:end » m, maps locks/unlocks to monitors



Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

agg: wr:lte(y, 0) properties of a program

a’en » A ={(a00), (a01), ..., (a23) }
a10: start a20: start » W = {(a11, a01), (a21, a12) }
all:read(x,0) |a21:read(y,1) » V = {(a01, 0), (a02, 0), (a12, 1), (a22, 1) }
a12: write(y, 1) | a22: write(x, 1) » 1 ={(a01, x), (a02, y), ..., (a22, x) }

al3:end a23:end » m, maps locks/unlocks to monitors



Specifying a memory model

relational constants capture

static properties of a program
» ¢0, control flow .
1o = { (10, t1), (10, 2) } relational

first order logic (v, 3, A, v, )
relational algebra (., u, n, /, %, <)
bitvector arithmetic (+, -, *, /,)

a00: start _

a01: write(x, 0) variables relational variables capture runtime

agg: wr:lte(y, 0) properties of a program

a’en » A ={(a00), (a01), ..., (a23) }
a10: start a20: start » W = {(a11, a01), (a21, a12) }
all:read(x,0) |a21:read(y,1) » V = {(a01, 0), (a02, 0), (a12, 1), (a22, 1) }
a12: write(y, 1) | a22: write(x, 1) » 1 ={(a01, x), (a02, y), ..., (a22, x) }

al3:end a23: end » m={}



Example: sequential consistency

~ interleaved semantics N

all statements appear to execute in a total
order that agrees with the program text

- )

Execution order is total,
antisymmetric, and
transitive.

It respects the control flow and
thread order.
Reads cannot see out of order writes.

No write interferes between a read and the
write seen by that read.

N o g & w0 b=



Example: sequential consistency

~ interleaved semantics

order that agrees with the program text

all statements appear to execute in a total

~

N J
1. Vi,j; Ali#]j= ord[ij] v ord[, i

2. antisymmetric, and

3. transitive.

4. It respects the control flow and

5. thread order.

6. Reads cannot see out of order writes.

7. No write interferes between a read and the

write seen by that read.

Execution order is total,



Example: sequential consistency

~ interleaved semantics

~

all statements appear to execute in a total
order that agrees with the program text

- )

vi,j:Ali=]j= ord[,j] v ord[j, i
v i, j: Al ord[i, j] = —ord]j, i]
transitive.

It respects the control flow and
thread order.

Reads cannot see out of order writes.

No write interferes between a read and the
write seen by that read.

N o g & w0 b=

Execution order is total,
antisymmetric, and



Example: sequential consistency

~ interleaved semantics

-

all statements appear to execute in a total
order that agrees with the program text

~

J

N o g & w0 b=

vi,j:Ali=]j= ord[,j] v ord[j, i

v i, j: Al ord[i, j] = —ord]j, i]

vi,j, ki A (ord]i, j] A ord[j, K]) = ord]i, K]
It respects the control flow and

thread order.

Reads cannot see out of order writes.

No write interferes between a read and the
write seen by that read.

Execution order is total,
antisymmetric, and
transitive.



Example: sequential consistency

~ interleaved semantics N

-

all statements appear to execute in a total
order that agrees with the program text

J

Vi,jiAlizj=
vi, j: Al ord[i, j
vi,j, ki Al (ord
vi,jt Al{[i]=t
thread order.

N o g & w0 b=

ord[i, j] v ord]j, i]

= —ord]j, i]

i, j] A ord]j, K]) = ord]i, k]
j] A co™i, j]) = ord]i, j]

Reads cannot see out of order writes.
No write interferes between a read and the

write seen by that read.

Execution order is total,
antisymmetric, and
transitive.

It respects the control flow and



Example: sequential consistency

~ interleaved semantics N

-

all statements appear to execute in a total
order that agrees with the program text

J

Vi, j, ki A
Vi, At
Vi, A (t

N o g & w0 b=

(ord
i =1

i] #t

vi,j: Alizj= ord[,j] v ord], i
vi, j: Al ord[i, j

= —ord]j, i]
i, j] A ord]j, K]) = ord]i, k]
j] A co™i, j]) = ord]i, j]

i] A to[tfi], t[ill) = ord[i, ]

Reads cannot see out of order writes.
No write interferes between a read and the

write seen by that read.

Execution order is total,
antisymmetric, and
transitive.

It respects the control flow and
thread order.



Example: sequential consistency

~ interleaved semantics N

-

all statements appear to execute in a total
order that agrees with the program text

J

Vi, j, ki A
Vi, At
Vi, A (t

N o g & w0 b=

(ord
i =1

i] #t

vi,j: Alizj= ord[,j] v ord], i
vi, j: Al ord[i, j

= =ord[j, i]

i, j] A ord]j, K]) = ord]i, k]
j] A co™i, j]) = ord]i, j]

i] A to*[t{i], t[il]) = ordl[i, ]]

v k: A n Read | = ord[k, WIK]]
No write interferes between a read and the

write seen by that read.

Execution order is total,
antisymmetric, and

transitive.

It respects the control flow and
thread order.

Reads cannot see out of order writes.



Example: sequential consistency

~ interleaved semantics N

all statements appear to execute in a total
order that agrees with the program text

o /

1. Vi, j:Ali=#]j= ord[ij] v ord]j, i

2. Vi, j: Alord[,j] = —-ord], i

3. Vi, j, ki A (ordli, j] A ord[j, K]) = ord]i, K]
4. Vi, j: Al ({[i] = t[] A co[i, j]) = ord]i, j]

5. Vi, j: Al ({i] = t[j] A to*[t[i], t[j]]) = ord]i, j]
6. V ki An Read |- ord[k, WK]]

7. vV ki AnRead,j: An Write |

- (I[K] = I[j] A ord[W[K], j] A ord]j, k)

Execution order is total,
antisymmetric, and

transitive.

It respects the control flow and
thread order.

Reads cannot see out of order writes.

No write interferes between a read and the
write seen by that read.



Example: Java memory model

~committing semantics N

an execution is legal if it can be derived by
committing and executing actions in a
\sequence of speculative executions

1. Vi:[1.k]|Cic Ai

2. vi:[1..K], r: Cin Read | (hb[W]r], 1] &
AB[WIA, 1) A = hbir, W]

3. Vi:[1.K|CidVi=GCidV

4. vi:[1.K | Cia <Wi=Cia AW

5 Vi [1..K], r: (Ai \ Ci) n Read | hbi[Wilr], r]

6. vi:[1..Kk], r: (Ci\ Ci1) n Read | Wi[r] ¢ Ci+

7. vi:[1..K], y: Ci, x: Ai| (y € Special A

hbx, y

el

) = X € Ci-1

E>...

> Ex



Example: Java memory model

~committing semantics N

an execution is legal if it can be derived by
committing and executing actions in a
\sequence of speculative executions

1. Vi:[1.k]|Cic Ai

2. vi:[1..K], r: Cin Read | (hb[W]r], 1] &
hoi[WIr], r]) A = hbi[r, WIr]]

3. vi:[1.K|CidVi=GC AV

4. Vi:[1.K | Cia <Wi=Ciy < W

5 Vi [1..K], r: (Ai \ Ci) n Read | hbi[Wilr], r]

6. vi:[1..Kk], r: (Ci\ Ci1) n Read | Wi[r] ¢ Ci+

7. vi:[1..K], y: Ci, x: Ai| (y € Special A

hb[x, y]) = x € Ci-1

initial execution: reads
can only see writes that
happen-before them

-
.
.
o*
.
o
.

Ei >
A1, Wy, V4,
I, my,
Po1, S04,
SwWi, hb1

E>...

> E



Example: Java memory model

~committing semantics N

an execution is legal if it can be derived by
committing and executing actions in a
\sequence of speculative executions

1. Vi:[1.k]|Cic Ai

2. vi:[1..K], r: Cin Read | (hb[W]r], 1] &
hoi[WIr], r]) A = hbi[r, WIr]]

3. vi:[1.K |CidVi=GCi AV

4. Vi:[1.K | Cia <Wi=Ciy < W

5 Vi [1..K], r: (Ai \ Ci) n Read | hbi[Wilr], r]

6. vi:[1..Kk], r: (Ci\ Ci1) n Read | Wi[r] ¢ Ci+

7. vi:[1..K], y: Ci, x: Ai| (y € Special A

hb[x, y]) = x € Ci-1

initial execution: reads
can only see writes that
happen-before them

-
.
.
o*
.
o
.

Ei >
A1, Wy, V4,
I, my,
Po1, S04,
SwWi, hb1

LT
e,
*a
.
b
‘e
‘e
*
-
e
o
g
£
Q
*
.
o*
.
.
Y
.
at
amnuns®®

E>...

> E



Example: Java memory model

it execution: committed
reads can see committed
writes; other reads must

~ committing semantics N see writes that happen- """,
an execution is legal if it can be derived by before them ’ o
committing and executing actions in a
\sequence of speculative executions , 0
1. Vi:[1.k]|Cic Ai
2. vi:[1..K], r: Cin Read | (hb[W]r], 1] &
hbi[WI[r], r]) A = hbi[r, W[r]]
3. vii[1.K|Ci<Vi=Ci<dV Et v B2 B E
4. Vi:[1.K|Ca <A Wi=Cia AW A1, Wi, Vi, Az, W, Vy,
5 v i: [1..K], r: (Ai \ Ci) n Read | hbi[Wi[r], 1] l1, My, 2, m2,
6. vi:[1..K], r: (Ci \ Cii1) n Read | Wi[r] € Ci-+ po1, 801, P02, SO2,
7. vi: [1.K], y: Ci, x: Ai| (y € Special A swi, hby  swy, hba

hb[x, y]) = x € Ci-1



Example: Java memory model

it execution: committed
reads can see committed
writes; other reads must

~committing semantics N see wites that happen- """ p
an execution is legal if it can be derived by before them ’ o
committing and executing actions in a
sequence of speculative executions

\ : D
1. Vi:[1.k]|Cic Ai
2. vi:[1..K], r: Cin Read | (hb[W]r], 1] &

hbi[WI[r], r]) A = hbi[r, W]r]]

3 vii[1.K|CidVi=GC<V Ev v B2 Bc o F
4. Vi:[1.K | Cia <Wi=Ciy < W A, Wi, V1, Az, W3, Vs,

5 Vi [1..K], r: (Ai \ Ci) n Read | hbi[Wilr], r] l1, my, l2, mg,

6. vi:[1..Kk], r: (Ci\ Ci1) n Read | Wi[r] ¢ Ci+ po1, S01, P02, SO2,

7. vi: [1.K], y: Ci, x: Ai| (y € Special A swi, hby  swy, hba

hb[x, y]) = x € Ci-1



Example: Java memory model

~committing semantics N

an execution is legal if it can be derived by
committing and executing actions in a
\sequence of speculative executions

1. VI
VI
hbi[
VI
VI
VI
VI
Vi

N
F 1 F 1 T 1 T .EI 1 F 1

N o o o

—

1 .

X X

x XX XX

| Ci C A
, r: Cin Read | (hb[W[r], 1] &

, 1) A = hbilr, WIr]]

|1CidVi=CidV

| it < Wi=Cig W

, r: (Ai \ C) n Read | hbi[Wi[r], 1]

, 1. (Ci \ Ci-1) n Read | Wi[r] ¢ Ci-1
, ¥: Ci, xt Ai | (y € Special A

hb[k, y]) = x € Ci-1

ith execution: committed
reads can see committed
writes; other reads must
see writes that happen- .

before them
D
E1 w»
A1, Wi, Vi, Az, Wy, Vs,
I, my, I2, my,
P01, S04, P02, SO2,
Sswj1, hb1 swa, hb2

nEEEng,
L]
»
...
-
*
*
* A
K k
.
.
.
.
.
.
.

E..w» .. Ek v E

Ax, Wk, Vi,
Ik, Mk,
POk, SOk,
SWk, hbk



Example: Java memory model

~committing semantics N

an execution is legal if it can be derived by
committing and executing actions in a
\s.equence of speculative executions

1. VI
VI
hbi[
Vi
VI
VI
VI
Vi

N
F 1 F 1 F 1 T lél 1 F 1

N o o o

—

i .

X X

x XX XX

| Cic A
, r: Cin Read | (hb[W[r], 1] &

, 1) A = hbilr, WIr]]

|1CidVi=GidV

| Cit <Wi=Cig <W

, I (Ai \ Ci) n Read | hbi[Wi[r], r]

, 12 (Ci \ Ci-1) n Read | Wi[r] ¢ Ci-1
, ¥: Ci, xt Ai | (y € Special A

hb[)'(, y]) = x € Ci-1

it execution: committed
reads can see committed
writes; other reads must

see writes that happen- .

before them

nEEEng,
L]
»
...
-
*
*
* A
K k
.
.
.
.
.
.
.

Ei w E. ™ E w E

A1, Wy, V4,
I, my,
Po1, S04,
SwWi, hb1

Az, W2, V>,
I2, my,
P02, S02,
swa, hb2

POk, SOk,
SWk, hbk



Example: Java memory model

—~committi

an executio
committing

\s.equence of speculative executions

ng semantics N

n is legal if it can be derived by
and executing actions in a

1. VI
VI
hbi[
Vi
VI
VI
VI
Vi
hb[x, y

N
i .

T ITI T T =TI
=X X E XS XX

N o oW

el

| Ci C A
, r: Cin Read | (hb[W[r], 1] &
1) A = hbilr, W]
|1CidVi=GidV
| Cit <Wi=Cig <W
, I (Ai \ Ci) n Read | hbi[Wi[r], r]
, 12 (Ci \ Ci-1) n Read | Wi[r] ¢ Ci-1
, Y. Gi, x: Ai| (y € Special A

) = X € Ci-+

Ei+ w E.ww Ek w» E

A1, W4, Vy,
l1, my,
Po1, S04,
SwWi, hb1

Az, W3, Vs,
2, m2,
P02, S02,
swa, hb2

POk, SOk,
SW, hbi



Witness of legality (model)

a00: start

elm

a01: write(x, 0)

a02: write(y, 0)

Wi hb: al3:e

\A v
wim i
\' 4 \' 4
c1 m)

\

!

a13: end a23; end!
x=0,y=0 |
rl =x r2=y |
y = | x =
3\“\“/

rl==r2==1? s

-

v

wD Gk
4 v

a22: write(x, 1)
4

C2

v

a21: read(y, 0)

/

E
a00: start

a01: write(x, 0)

&

: write(y, 0

QO

(=)

N

=
Eele

hb

a10: start Eﬁmn
fEm EErm

witness: an execution of the
program that satisfies both the
assertions and the memory
model constraints.



Proof of illegality (minimal core)

x=0,y=0
rl =x r2=y
y = | x = |
ri==1 && r2==1?

NS a s~ wh -

vi,jAlizj=ordfivordji 96
v i, j: A | ord[i, j] = —ord]j, i]
v i, j, ki A| (ord]i, j] A ord]j, K]) = ord[i, k]
Vi, j: Al (] = tfi] A coi, ) = ord]i, j]
v, jo A | (] = t[i] A to*[t[i], t[i]]) = ord]i, j]
v k: A n Read | = ord[k, W[K]]
v k: A n Read, j: A n Write |

= (I[K] = I[j] A ord[WI[K], j] A ord][j, K] )

V[an] =0
V[ae] =0

V[W[ai1]] =1
V[W[a21]] = 1

vi,jtAli#j= ord[i,j] v ord[j,i]

v i,j, ki Al (ordi, j] A ord[j, K]) = ord]i, k]
v i, j: Al (t[i] = t[j] A co*[i, j]) = ord][i, j]
v k: A n Read | = ord[k, W[k]]

minimal core: an unsatisfiable
subset of the program and
memory model constraints that
becomes satisfiable if one of its
members is removed
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e statement of the it" thread
V[W[a1]] =1

ViW[az]] =1

vi,jtAli#j= ord[i,j] v ord[j,i]

v i, j, K2 Al (ord[i, j] A ord[j, K]) = ord[i, k]
v 1, j: Al (t[i] = t[i] A co*[i, J]) = ord]i, j]
v k: A n Read | = ord[k, W[K]]

minimal core: an unsatisfiable
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becomes satisfiable if one of its
members is removed
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rl==1 && r2==1?

vi, i Alizj=ordfi,vordji 9C
v i, j: A | ord[i, j] = —ord]j, i]
v i, j, ki A | (ord]i, j] A ord]j, K]) = ord]i, k]
vi, j: Al (il = tfi] A coi, ) = ord]i, j]
v, jo A | (] = t[i] A to*[t[i], t[i]]) = ord]i, j]
v k: A n Read | = ord[k, W[K]]
v k: A n Read, j: A n Write |
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Proof of illegality (minimal core)

QL
x=1,y=0 a01: write(x, 1) V[am] =0

— - a02: write(y, 0) V[ae] =0
rl=x r2=y a11: read(x, 1)
y = | x = | al12: write(y, 1) VIW[a]] =1

a21: read(y, 1) V[W[az1]] =1

rl==1 && r2==1? a22: write(x, 1)

vi,jtAli#j= ord[i,j] v ord[j,i]

i Ali%] = ordli i v ordl, i SC v 1,], ki Al (ord[i, j] A ord[ij, k]) = ord][i, k]
vij: Alordf i = —ordfi, i v i, j: A1 (t[i] = t[i] A co*[i, j]) = ord[i, j]
Vi, j, ki A (ord[i, j] A ord[j, K]) = ord[i, K] v k:A n Read | = ord[k, W[K]]

v i, jo A | (] = tl] A co*[i, j]) = ord[j, ]]

v i, jo A | (&[] # t[] A to*[t(il, t[i]]) = ord[i, j] - _ -
v k: A n Read | = ord[k, W[K]] minimal core: an unsatisfiable

v k: A n Read, j: A n Write | subset of the program and

~ (IK] = I[i] A ord[W[K], il o ord[j, K] ) memory mod_el _const_ramts th_at
becomes satisfiable if one of its
members is removed

NS a s~ wh -




Proof of illegality (minimal core)

=0,y=0 a01: write(x, 0) V[an] =0
I _ i i a02: write(y, 0) V[ae] =0
r=x re=y a11: read(x, 0) o
y = | x = | a12: write(y, 1) zla[a"]] f:
i) a21: read(y, 1) [Wiaz1 =
» r == ( . -
a22: write(x, 1) Vi jAliz]= ord[ij] v ord[, il
v i, j, K2 Al (ord[i, j] A ord[j, K]) = ord[i, k]
1LvijiAlizj=ordivordii] 9SG S .
2. vi, j: A | ord[i, ] = —ord[j, i v i, j: Al (t[i] = t[j] A co*[i, j]) = ord][i, j]
3. vi,j, ki A (ord[i, j] A ord]j, k]) = ord[i, k] v k:A n Read | ~ ord[k, W[K]]
a. v i, j: A (] = tfi] A co*i, j]) = ord]i, j]
5. v i, j: Al (] = t[i] A to*[t[il, t[]]) = ord]i, ]l . -
minimal core: an unsatisfiable
3' Z EI ﬁ 2 2223 | j.ﬂ: ;d\[,i\(,’ri\tlz[r]] subset of the program and
LK = 1] A ord[WIKLL i A ordi, K1) memory model constraints that
becomes satisfiable if one of its

members is removed



Proof of illegality (minimal core)

=0,y=0 a01: write(x, 0)
a02: write(y, 0)
a12: write(y, 1)
x = | a21: read(y, 1)
a22: write(x, 1)
all:read(x, 1)

rl==1 && r2==1?

1.ovi i Alizj=ordfijvordji 96
2. Vi, j: Al ordli j] = —ord]j, i
3. vi,j, ki A (ord[i, j] A ord]j, k]) = ord[i, k]

5. Vi, j: Al (] = t[i] A to*[t[i], t[j]]) = ordi, j]
6. V ki A nRead |- ordlk, W[K]]
7. vV ki A nRead, j: A n Write |

= (I[K] = I[j] A ord[WIK], j] A ord][j, k] )

V[an] =0
V[ae] =0

V[W[ai1]] =1

V[W[a21]] = 1

vijtAli#]= ord[i,j] v ord]j, i]

v i, j, K2 Al (ord[i, j] A ord[j, K]) = ord[i, k]

v i, i A1 (ti] =[] A co*[i, j]) = ord[i, j]

v k: A n Read | = ord[k, W[k]]

minimal core: an unsatisfiable
subset of the program and
memory model constraints that
becomes satisfiable if one of its
members is removed
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Approach
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parameters

Memory S constraint — bounds
model assembler assembler

—> | solver
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—>

Memory
model

translate I(P) to

a relational
representation

translator

R(P)

assembler

combine R(P)
and M into the
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constraint >
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—> | solver
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Approach
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finitization
parameters

translator ' MemSAl
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model
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constraint — bounds
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Preprocessing

public class Test1 {
static int x = O;
staticint y = O;

@thread
public static void thread1() {
final intr1 = x;
if (r1 1=0)
y =r1;
else
y=1;
assert r1==1;

}

@thread
public static void thread2() {
final int r2 = v;
X =1;
assert r2==1;
}
}

finitize P and
convert it to an
intermediate form

/

I(P)

11
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@thread
public static void thread1() {
final int r1 = x;

if (r1 1=0)
y=r1;
else
y=1;
assert r1==1;
}
@thread

public static void thread?2() {
finalint r2 = v;
X=1;
assert r2==1;
}
}

T

11 ri=read(x)
12 branch(r1!=0)

v \]/ \4
16 end

g
* %%
.
5
.
.
.
-
G
.
.
L4
L4
.
.
.
L4
L4
‘e
G

21 r2=read(y)

v v F v
15 ity 1) 14 writ, ) Q2 writ, 1

\4

23 assert(r2==1)

|
24 end
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Preprocessing

public class Test1 {
static int x = O;
staticint y = O;

@thread
public static void thread1() {
final int r1 = x;

if (r1 1=0)
y=r1;
else
y=1;
assert r1==1;
}
@thread

public static void thread?2() {
finalint r2 = v;
X=1;
assert r2==1;
}
}

s | guard 00 start|
13 | r11=0 v
14 r1==0 01 write(x, 0)
* true ¥
02 write(y, 0)
S maySee v
11 {01, 22} m
21 | {02, 13, 14}

.
.*
.
.
.
.
.
.
.
.
.
.
.
o
.

11 ri=read(x)

12 branch(r1!=0)

TV \I/F v
15 ity 1) 14 writty, ) Q22 witt 1)

: |
16 end

e
ot Y
A d L4
. .
. S
-
v
.
.
L4
L4
.
3
L]
L4
L4
.0
.

21 r2=read(y)

\4

23 assert(r2==1)

|
24 end
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Translation

s | guard 00 start
13 | r11=0 v
14 r1==0 01 write(x, 0)
* true ¥
02 write(y, 0)
S maySee v translate I(P) to a
11 {01, 22} m relational

21 | {02,13,14} = representation

3
Ad
G
.
.
L2
L4
.
.
G
L2
L4
.
.
.
.
.
.
‘e
.

R(P)

11 ri=read(x)
12 branch(r1!=0)
TV Vv F v
13 write(y, 1) |14 write(y, 1) S22 write(x, 1)
\ 4 v i
15 asseri(ri==1) SRR 23 assert(2==1)
16 end 24 end




Translation

s | guard 00 start|
13 r1!=0 v

14 r1==0 01 write(x, 0)
* true v

S maySee

y
11 | {01, 22)
21 | {02, 13, 14) 5

.
o**
.
.

3
Ad
L2
.
.
.
L4
.
.
£
L2
L4
.
.
.
.
.
.
‘e
.

11 ri=read(x)
12 branch(r1!=0)

Loc

Val

Guard

00
01
02
03
10
11
12
13
14
15
16
20
21
22
23
24

12



Translation

S guard

13 r1!=0

14 | r1==0

* true

S maySee
11 {01, 22}
21 | {02, 13, 14}

11 ri=read(x)
12 branch(r1!=0)

TV

Vv F
13 wriay 1 J 14 witly, 1

v

i

01 write(x, 0)

A4

15 assert(ri==1)

|
16 end

.
o**
.
.

v

3
Ad
G
.
.
L2
L4
.
.
G
L2
L4
.
.
.
.
.
.
‘e
.

|
22 wite, 1)
=
24 end

maps reads, writes, locks,
and unlocks to relations

representing locations that

are accessed

Loc

Val

Guard

00
01
02
03
10
11
12
13
14
15
16
20
21
22
23
24

x <

12



Translation

maps reads, writes, locks,
and unlocks to relations
representing locations that
are accessed

s guard 00 start
13 | r11=0 v
14 r1==0 01 write(x, 0) s | Loc Val Guard
* true ¥ 00
02 write(y, 0) 01 X
S maySee v 02 y
11 {01, 22} m relational constants 03
21 | {02,13,14} = that represent fields: .

x={<x>}andy =

3
Ad
G
G
.
L2
L4
G
G
.
L2
L4
.
.
.
.
.
IS
‘e
.

11 X
20 tart & 12
13 y
‘I/ 14 y
11 ri=read(x) = 5
12 branch(r1!=0) o
T \ 4 \ F v 20
14 write(y, 1) S22 write(x, 1)| 21 | y

15 assert(r1==1) 23 assert(r2==1) gi
l l
16 end 24 end



Translation

S guard M
13 | r1!=0 v
14 r1==0 01 write(x, 0)
* true ¥
02 write(y, 0)
S maySee v
11 {01, 22} m
21 | {02,13,14} =

11 ri=read(x)
12 branch(r1!=0)

TV W F
13 write(y, r1) m
v L 4
15 assert(ri==1)

|
16 end

3
Ad
G
.
.
L2
L4
.
.
G
L2
L4
.
.
.
.
.
.
‘e
.

|
22 wite, 1)
=
24 end

maps writes and

asserts to relational
encodings of the values
written or asserted

s | Loc Val Guard
00
01 X Bits(0)
02 y Bits(0)
03
10
11 X
12
13 y r1
14 y Bits(1)
15 r1=Bits(1)
16
20
21 y
22 X Bits(1)
23 r2=Bits(1)
24

12



Translation

s guard 00 start|

13 | r11=0 ¥
14 r1==0 01 write(x, 0)
* true v

S maySee

21 | {02,13,14)

11 ri=read(x)
12 branch(r1!=0)

TV W F
13 write(y, r1) m
v L 4

15 assert(ri==1)

|
16 end

11 | {01, 22) ﬁ

3
Ad
L2
.
.
L2
L4
-
.
£
L2
L4
.
.
.
.
.
.
‘e
.

|
22 wite, 1)
=
24 end

maps writes and

asserts to relational
encodings of the values
written or asserted

s | Loc Val Guard
00
01 X Bits(0)
02 y Bits(0)
03

relational variable

that acts as a

placeholder for the r1

value read into ri Bits(1)
15 r1=Bits(1)
16
20
21 y
22 X Bits(1)
23 r2=Bits(1)
24

12



Translation

maps statements to
formulas that
encode their guards

s guard 00 start
13 | r11=0 v
14 r1==0 01 write(x, 0) s | Loc Val Guard
* true \ 00 T
02 write(y, 0) 01 X Bits(0) T
S maySee V 02 y Bits(0) T
11 {01, 22} m
03 T
21 | {02,13,14} = 10 T
........... 11 X T
20 sar 1 !
13 y r1 r1+Bits(0)
\I, 14 y Bits(1) |r1=Bits(0)
11 ri=read(x) - 15 r1=Bits(1 T
12 branch(r1!=0) 16 ts(1) T
T N\ N\ F \ 20 T
13 writely, r1) 114 writey, 1) S22 write(, 1) 21 | y T
' T
p 4 " gg . rZI?II;Si"gzU T
15 assert(r1== 23 assert(r2==1) )
assert(r ) 24 T

| |
16 end 24 end



Translation

S guard

13 r1!=0

14 | r1==0

* true

S maySee
11 {01, 22}
21 | {02, 13, 14}

11 ri=read(x)
12 branch(r1!=0)

TV

01 write(x, 0)

.o
““““
.
“““
‘e

Vv F

13 wrialy 1 J 14 witaly, 1

v

<€

15 assert(ri==1)

|
16 end

.
.
3
.
.
.
.
-
.
3
‘e
.

v
21 r2=read(y)

v
22 write(x, 1)

v
23 assert(r2==1)

|
24 end

s | Loc Val Guard
00 T
01 X Bits(0) T
02 y Bits(0) T
03 T
10 T
11 X T
12 T
13 y r1 r1+Bits(0)
14 y Bits(1) |r1=Bits(0)
15 r1=Bits(1) T
16 T
20 T
21 y T
22 X Bits(1) T
23 r2=Bits(1) T
24 T

12



Constraint assembly

s | Loc Val Guard

00 T

01 X Bits(0) T

02 y Bits(0) T cons?ruct the
03 T legality formula
10 T for R(P) and M
11 X T

12 T

13 y ri1 r1=Bits(0)

14 y Bits(1) |r1=Bits(0)

15 r1=Bits(1) T

16 T

20 T

21 y T

22 X Bits(1) T

23 r2=Bits(1) T

24 T

F(P, M)

13



Constraint assembly

s | Loc Val Guard

00 T

01 | x | Bits(0) T

02 | y | Bits(0) T

03 ; F(R(P), E) A

| x ; Fa(R(P), E) A

12 T . i
13 | y r1 |r12Bits(0) Aasisk F(R(P), Ei) A
14 y Bits(1) |r1=Bits(0)

15 r1=Bits(1) T M(E, E4, ..., Ex)
16 T

20 T

21 y T

22 X Bits(1) T

23 r2=Bits(1) T

24 T

13



Constraint assembly

The witness execution E

respects the sequential
s | Loc Val Guard semantics of P
00 T
01 X Bits(0) T
02 y Bits(0) T
03 . F(R(P), E) A
10 T
a1l . T Fo(R(P), E) A
12 T . .
13 | y r1 |r1#Bits(0) Aisisk F(R(P), Ei) A
14 y Bits(1) |r1=Bits(0)
15 ri=Bits(1)| T M(E, E1, ..., Ex)
16 T
20 T
21 y T
22 X Bits(1) T
23 r2=Bits(1) T
24 T

13



Constraint assembly

s | Loc Val Guard
00 T
01 X Bits(0) T
02 y Bits(0) T E ez(et_:utes and
03 T satlsfl?s thfa
10 T assertions in P
11 X T
12 T
13 y r1 r1+Bits(0)
14 y Bits(1) |r1=Bits(0)
15 r1=Bits(1) T
16 T
20 T
21 y T
22 X Bits(1) T
23 r2=Bits(1) T
24 T

The witness execution E
respects the sequential
semantics of P

F(R(P), E) A
F«(R(P), E) A
Aisi<k FR(P), E) A
M(E, E1, ..., Ex)
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Constraint assembly

s | Loc Val Guard
00 T

01 X Bits(0) T

02 y Bits(0) T

03 T

10 T

11 X T

12 T

13 y r1 r1+Bits(0)
14 y Bits(1) |r1=Bits(0)
15 r1=Bits(1) T

16 T

20 T

21 y T

22 X Bits(1) T

23 r2=Bits(1) T

24 T

E executes and
satisfies the
assertions in P

Each speculative
execution E; respects
the sequential
semantics of P

The witness execution E
respects the sequential
semantics of P

F(R(P), E) A
F«(R(P), E) A
Aisi<k FR(P), E) A
M(E, E, ..., Ex)

13



Constraint assembly

s | Loc Val Guard
00 T

01 X Bits(0) T

02 y Bits(0) T

03 T

10 T

11 X T

12 T

13 y r1 r1+Bits(0)
14 y Bits(1) |r1=Bits(0)
15 r1=Bits(1) T

16 T

20 T

21 y T

22 X Bits(1) T

23 r2=Bits(1) T

24 T

E executes and
satisfies the
assertions in P

Each speculative
execution E; respects
the sequential
semantics of P

The witness execution E
respects the sequential
semantics of P

F(R(P), E) A
F«(R(P), E) A
Aisi<k FR(P), E) A
M(E, E, ..., Ex)

E and all Ei respect the
memory model constraints

13



Constraint assembly

s | Loc Val Guard

00 T

01 X Bits(0) T

02 y Bits(0) T

02 T FR(P), E) A
-

i T Fo(R(P), E)

12 T

13 y ri r1=Bits(0)

14 y Bits(1) |r1=Bits(0)

15 r1=Bits(1) T

16 T

20 T

21 y T

22 X Bits(1) T

23 r2=Bits(1) T

24 T




Constraint assembly: F«(R(P), E)

s | Loc Val Guard
00 T
01 X Bits(0) T
02 y Bits(0) T
03 T
10 T
11 X T
12 T
13 y ri1 r1=Bits(0)
14 y Bits(1) |r1=Bits(0)
15 r1=Bits(1) T
16 T
20 T
21 y T
22 X Bits(1) T
23 r2=Bits(1) T
24 T

S <>

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

F«(R(P), E)

14



Constraint assembly: F«(R(P), E)

s | Loc Val Guard
00 start T
01 write(x, 0) X Bits(0) T
02 write(y, 0) y Bits(0) T
03 end T
10 start T
11 ri=read(x) X T
12 branch(r1'!=0) T
13 write(y, r1) y ri r1«Bits(0)
14 write(y, 1) y Bits(1) |r1=Bits(0)
15 assert(ri==1) r1=Bits(1) T
16 end T
20 start T
21 r2=read(y) y T
22 write(x, 1) X Bits(1) T
23 assert(r2==1) r2=Bits(1) T
24 end T

aoo
aot
aoz
aos
aio
airi

ais
ai4

aie
azo
azt

a2

az4

S <>

relational variable a;
represents the action
performed if E executes
the statement ij

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

F«(R(P), E)

14



Constraint assembly: F«(R(P), E)

s | Loc Val Guard
00 start T
01 write(x, 0) X Bits(0) T
02 write(y, 0) y Bits(0) T
03 end T
10 start : T
11 ri=read(x) X V[W[a”]- T
12 branch(r1'!=0) T
13 write(y, r1) y r1«Bits(0)
14 write(y, 1) y ‘ Bits r1:Bits(O)
15 assert(ri==1) ri= Blts T
16 end T
20 start T
21 r2=read(y) y T
22 write(x, 1) X Bits(1) T
23 assert(r2==1) r2=Bits(1) T
24 end \ T

VIWlaz1]]

aoo
aot
ao2
aos
aio
art

ais
ai4

aie
azo
azt
a2

az4

S <>

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

F«(R(P), E)

14



Constraint assembly: F«(R(P), E)

15 assert(ri==1) '

23 assert(r2==1)

s | Loc Val Guard
VIWIa11]
r1=Bits(1)| T
r2=Bits(1)| T
\

VIWlaz1]]

VIW]
VIW]

ar1]]=Bits(1) A

a»1]]=Bits(1)

14



Constraint assembly: F(R(P), E)

s | Loc Val Guard
00 start T
01 write(x, 0) X Bits(0) T
02 write(y, 0) y Bits(0) T
03 end T
10 start : T
11 ri=read(x) X V[W[a”]- T
12 branch(r1'!=0) T
13 write(y, r1) y r1«Bits(0)
14 write(y, 1) y ‘ Bits r1:Bits(O)
15 assert(ri==1) ri= Blts T
16 end T
20 start T
21 r2=read(y) y T
22 write(x, 1) X Bits(1) T
23 assert(r2==1) r2=Bits(1) T
24 end \ T

VIWlaz1]]

aoo
ao1
ao2
aos
aio
airi

ais
ai4

aie
azo
az1
az2

az4

S <>

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

F(R(P), E)

15



Constraint assembly: F(R(P), E)

s | Loc Val Guard
00 start T
01 write(x, 0) X Bits(0) T
02 write(y, 0) y Bits(0) T
03 end T
10 start : T
11 ri=read(x) X V[W[a”]- T
12 branch(r1'!=0) T
13 write(y, r1) y r1 r1«Bits(0)
14 write(y, 1) y Bits(1) |r1=Bits(0)
15 assert(ri==1) r1=Bits(1) T
16 end T
20 start T
21 r2=read(y) y T
22 write(x, 1) X Bits(1) T
23 assert(r2==1) r2=Bits(1) T
24 end \ T
ViWlaz1]]

aoo
ao1
ao2
aos
aio
airi

ais
ai4

aie
azo
az1
az2

az4

S <>

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

Ascr F(S, R(P), E) A

A =800 U...U a4
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Constraint assembly: F(R(P), E)

s | Loc Val Guard
00 start T
01 write(x, 0) X Bits(0) T
02 write(y, 0) y Bits(0) T
03 end T
10 start : T
11 ri=read(x) X V[W[a”]- T
12 branch(r1'!=0) T
13 write(y, r1) y ri r1«Bits(0)
14 write(y, 1) y Bits(1) |r1=Bits(0)
15 assert(ri==1) r1=Bits(1) T
16 end T
20 start T
21 r2=read(y) y T
22 write(x, 1) X Bits(1) T
23 assert(r2==1) r2=Bits(1) T
24 end \ T

VIWlaz1]]

aoo
ao1
ao2
aos
aio
airi

ais
ai4

aie
azo
az1
az2

az4

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

S <>

Ascr F(S, R(P), E) A

A =800 U...U a4

» 0 or 1 action performed

» action performed iff the
guard is true

» no other statement
performs the same action

» action location is valid
» action value is valid

15



Constraint assembly: F(R(P), E)

13 write(y, r1)

Loc Val Guard
VIWIa11]
y ri r1=Bits(0)

ais

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

S <>

» 0 or 1 action performed Nsep F(s, R(P), E) A

» action performed iffithe A — 555 y...U Qo4
guard is true

» no other statement
performs the same action

» action location is valid
» action value is valid

15



Constraint assembly: F(R(P), E)

13 write(y, r1)

Loc Val Guard
VIWIa11]
y ri r1=Bits(0)

ais

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

S <>

lais| <1 A /\SEP F(S, R(P), E) A

» action performed iffithe A — 555 y...U Qo4
guard is true

» no other statement
performs the same action

» action location is valid
» action value is valid

15



Constraint assembly: F(R(P), E)

s | Loc Val Guard
VIWIa11]
13 write(y,r1) | y r1 |r1#Bits(0)

ais

A
7%
v
/

m

|a13| <1 A

(a3 =1 &

V[W[a11]] # Bits(0)) A

» no other statement

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

Ascr F(S, R(P), E) A

A =800 U...U a4

performs the same action

» action location is valid
» action value is valid

15



Constraint assembly: F(R(P), E)

A
w
V
/
s | Loc Val Guard m
|a13| <1 A
VIW[ai1] (sl
) V[W[a11]] = Bits(0)) A

)

13 write(y, r1) y ri |r1#Bits(0)| ass (ara D Aol

(@13 n A24) = @ A
) » action location is valid
» action value is valid

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

Ascr F(S, R(P), E) A

A =800 U...U a4

15



Constraint assembly: F(R(P), E)

13 write(y, r1)

Loc Val Guard
VIWIa11]
_)
y ri r1=Bits(0)

ais

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

S <>

Ascr F(S, R(P), E) A

A =800 U...U a4

|a13| <1 A

(la1s| =1 &

V[W[a11]] = Bits(0)) A
(@13 n A00) = T A...A
(@13 n A24) = @ A

l[a13] =y A
» action value is valid

15



Constraint assembly: F(R(P), E)

13 write(y, r1)

Loc Val Guard
VIWIa11]
_)
y ri r1=Bits(0)

ais

set of all executed actions
maps reads to seen writes
maps writes to written values
maps writes to written values
maps locks/unlocks to monitors

S <>

Ascr F(S, R(P), E) A

A =800 U...U a4

|a13| <1 A

(la1s| =1 &

V[W[a11]] # Bits(0)) A
(@13 n A00) = T A...A
(@13 n A24) = @ A

l[a13] =y A

V[ai3] = V[W[an]]

15



Bounds assembly

s | guard 00 start|

13 | r11=0 \

14 r1==0 01 write(x, 0)

* true v

S maySee J compute a set of
11 {01, 22} m bounds on the
21 | {02,13,14} = .~ e, search space

B(P, M)

11 ri=read(x)
12 branch(r1!=0)

TV v F v
13 write(y, r1) [ 14 write(y, 1) S22 write(x, 1)
\ v \
15 assert(r1==1) 23 assert(r2==1)
y y
16 end 24 end




Bounds assembly

s | guard 00 start|
13 r1!1=0 \l/ '8! 1! 2! 4! X Y
14 r1==0 01 write(x, 0) a00, a01, a02, a03,
* true ¥ a10, a11, a13, a16,
a20, a21, a22, a24
S maySee v
11 {01, 22}
21 | {02, 13, 14} m
{..}cAC{.}
{..}cVvc{.l]}
11 ri=read(x)
12 branch(r1!=0)
: F (lewcel.)
\ 4 \ 4 \ 4 { } C l C { }
J J .lcmcl.l}

16



Bounds assembly: universe

1s3 ?;J ir(()j M\L finite universe of

W | ahichthe modeh

* true N _ ;
any, is drawn

S maySee v

1 {01, 22}

21 | {02, 13, 14} m

11 ri=read(x)
12 branch(r1!=0)

TV ¥

Vv F
13 write(y, r1) J14 write(y, 1) 1 22 write(x, 1)
\4 \/4 v
15 assert(ri==1) 23 assert(r2==1)
m 24 end

'8! 1! 2! 4, x, Y,
a00, a01, a02, a03,
a10, a11, a13, a16,
a20, a21, a22, a24

17



Bounds assembly: universe

1s3 ?;J irg M\L finite universe of

Wy | ahichthe model,f

* true N _ ;
any, is drawn

S maySee v

11 {01, 22)

21 | {02, 13, 14} m

11 ri=read(x) m
12 branch(r1!=0)
TV WF A
13 write(y, r1) 14 write(y, 1) 22 write(x, 1)
\4 2 N
15 assert(r==1) 23 assert(2==1)
| \
16 end 24 end

primitives fields

'8! 1! 2! 4, x, Y,
a00, a01, a02, a03,
a10, a11, a13, a16,
a20, a21, a22, a24

17



Bounds assembly: universe

primitives fields
S uard a00 B :
13 ?1,=0 @ finite universe of -8,1,2,4, x, Y,
' : bolic values from 00. a01, a02. a03
14 | r1== 01 write(x, 0) Kl'L Sy : a00, a01, a02, a03,
N true * whlc.h the model, if a10, a11, a13, a16,
a02 any, is drawn a20, a21, a22, a24
S maySee J
11 {01, 22} 203 actions
21 | {02, 13, 14} B
' CAC
ao grim FP M) e o R
y (.}cVci.)
) A 11 ri=read(x) m 221
12 branch(r1!=0)
C C
Ty al3  JF J {..}eWc{.l}
13 write(y, r1) 14 writey, 1) [ 22 write(x, 1) JCr
{...}clc{.}

15 assert(r1==1) 23 assert(r2==1)
J J L.lemci.}
a16 [0 24 end JE7 !



Bounds assembly: lower/upper bounds

s | guard 00 start JE11[1

13 r1!=0 X\
14 r1== a0t
* true N

a02
S maySee

!
11 | {01, 22) -
21 | {02, 13, 14} CT

a10 [T F(F, M) 20 start L2
c1 Rl 11 ri=read(x) 4
12 branch(r1!=0) m a21
13 write(y, r1) l14 writey, 1) S22 write(x, 1) JCr
v \ v
15 assert(r1==1) 23 assert(r2==1)
a6 [T ] aa

upper and lower
bound on the value
of each relation that
appears in F(P, M)

-8,1,2,4, x, Yy,
a00, a01, a02, a03,
a10, a11, a13, a16,
a20, a21, a22, a24

{..}cACc{.}

{..}cVc{.l]}
{...} cWc{..l}
{..}c/lc{.}
{..}cmc{.]}

18



Bounds assembly: lower/upper bounds

s | guard 00 start JE11[1
13 r1!=0 X\
14 r1== a0t
* true )

a02
S maySee "
1 {01, 22} 203
21 | {02, 13, 14} m

a10 [0 F(P,M) 20 start .Y

) A 11 ri=read(x)
12 branch(r1!=0)

TV

|

\ 4
21 r2=roadly) Lt

al

3 F
13 writy, 1) 14 write(y, 1) 22 writet, 1) e

\4 \4 \4

a16 [LIT]

| |
24 end JE7 !

upper and lower
bound on the value
of each relation that
appears in F(P, M)

'8! 1! 2! 4! XYy
a00, a01, a02, a03,
a10, a11, a13, a16,
a20, a21, a22, a24

18



Bounds assembly: lower/upper bounds

s | guard 00 start JE11[1
13 r1!=0 X\
14 r1== a0t
* true N\

a02
S maySee "
L {01, 22} 203
21 | {02, 13, 14} m

a10 W | F(F, M) PP a20

) h 11 ri=read(x)
12 branch(r1!=0)

\ 4
21 r2=roadly) Lt
Ty a13  UF s
13 wrialy, i) 14 wriey, 1) S22 it 1) e
\ 4 \ 4 \ 4
15 assoti==1) Q5 ascer2==1)
at6 [T IITT] a24

upper and lower
bound on the value
of each relation that
appears in F(P, M)

'8! 1! 2! 4! XYy
a00, a01, a02, a03,
a10, a11, a13, a16,
a20, a21, a22, a24

(<a00>, <a01>, <a02>, )
<a03>, <a10>, <all>,

{} CA g< <al3>, <al16>, <a20>, >

_<a21>, <a22>, <a24> |

{..}cWc{.]}

18



Bounds assembly: lower/upper bounds

S guard
13 r1!=0
14 | r1==0
* true
S maySee
{01, 22}
{ y B% }
al0
all
al3
al6

a01

a02

a03

F(P, M)

a20

a21

a22

a24

'8! 1! 2! 4! XYy

a00, a01, a02,
a10, a11, a13,
a20, a21, a22,

(<a00>, <a01>, <a02>,)
<a03>, <a10>, <all>,
< <a16>, <a20>, >g A g<

upper and lower
bound on the value
of each relation that
appears in F(P, M)

(<a00>, <a01>, <a02>, )

| <a21>, <a22>, <a24> _<a21>, <a22>, <a24> |

a03,
a16,
a24

<a03>, <al10>, <all>, >
<al3d>, <al16>, <a20>,

L.lcwcel..)

18



Bounds assembly: lower/upper bounds

S guard

13 r1!=0

14 | r1==0

* true

S maySee
11 {01, 22}
21 | {02, 13, 14}

al0

all

al3

al6

a01

a02

a03

F(P, M)

a20

a21

a22

a24

'83 1! 2! 4! Xy
a00, a01, a02,
a10, a11, a13,
a20, a21, a22,

(<a00>, <a01>, <a02>,)
<a03>, <a10>, <all>

) ) ) C C
< <a16>, <a20>, >_ A _<
(<a21>, <a22>, <a24> |

upper and lower

bound on the value {' " '} cWw g<

Vs
a03,

a16,
a24

<all,a01>,)
<all, a22>,
<a21, a02>,

(<a00>, <a01>, <a02>, )
<a03>, <al10>, <all>, >
<al3d>, <al16>, <a20>,

_<a21>, <a22>, <a24>

>

of each relation that
appears in F(P, M)

|_<a21,al13> |

18



Bounds assembly: lower/upper bounds

S guard

13 r1!=0

14 | r1==0

* true

S maySee
11 {01, 22}
21 | {02, 13, 14}

al0

all

al3

al6

a01

a02

a03

F(P, M)

a20

a21

a22

a24

'83 1! 2! 4! Xy
a00, a01, a02,
a10, a11, a13,
a20, a21, a22,

(<a00>, <a01>, <a02>,)
<a03>, <a10>, <all>

) ) ) C C
< <a16>, <a20>, >_ A _<
(<a21>, <a22>, <a24> |

upper and lower

bound on the value { } cWw g<

Vs
a03,

a16,
a24

<all,a01>,)
<all, a22>,
<a21, a02>,

(<a00>, <a01>, <a02>, )
<a03>, <al10>, <all>, >
<al3d>, <al16>, <a20>,

_<a21>, <a22>, <a24>

>

of each relation that
appears in F(P, M)

|_<a21,al13> |

18



Results (highlights)

MemSAT performance on JMM causality tests
100 96

90

so — W Original JMM
» validates 17 & 18 (Sevcik’08 X)
70 — » violates 19 & 20 (Aspinall’07 v) -

m
8 o — M Revised JMM .
2 » overconstrained as given; fixed it
= 50 — ) now validates all tests (Aspinal’07 v') |
D
= 40
| =
(3°]
30
20
10

22 22 22 2232 9292 292 22 22 22 272 22 21 21 22

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
JMM test



Conclusion

Practical checker for axiomatic specifications of memory models

» first tool to directly handle the current JMM
» first tool to provide minimal cores

Prior work (highlights)

» CheckFence hardcodes the memory model
» Nemos accepts simple axiomatic specs but no cores
» JMM checkers (e.g. OpMM) use operational approximations

Future work
» extend MemSAT to handle hardware memory models
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