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Overview

This document describes the steps necessary to get an iLab Service Broker and Process
Agents installed and functioning correctly in the single domain scenario. This document
also contains instructions on how to install and configure the Time Of Day Interactive
Experiment (to test your iLab Service Broker), and instructions for configuring a batched
experiment.

Service Broker Requirements

You should have already installed and configured one or more computers to run the iLab
Service Broker and Process Agents. This document will assume that you have at least
one Service Broker installed and configured. Since the iLab architecture uses web
services you can run all servers on a single machine or each service on a separate
machine. See iLab document “iLabs Service Broker Machine Build Operating System and
Database Install Guide™ for instructions on installing and configuring the operating
system and database. This document can be downloaded from the
http://icampus.mit.edu/iLabs/Architecture/Downloads/default.aspx website.

e Windows 2003 Server Enterprise Edition
e SQL Server 2000 with Service Pack 3a
e Visual Studio.NET 2005 Professional and Library

It is also assumed that your computer(s) are connected to the Internet and have valid IP
addresses and domain names. In order for the web services in iLab Architecture to
communicate with each other, the service will need to communicate over the Internet.
This document does not address network connectivity issues. Please contact your local
systems administrator to make sure that your computer(s) are connected to the Internet
and can communicate with each other correctly.

This document assumes that you are using Windows 2003 Server Enterprise Edition
and SQL Server 2000 Enterprise with Service Pack 3a. There is a help document
called “iLabs Service Broker XP notes.doc” with some configuration suggestions and
notes about installing the iLab Service Broker under Windows XP with SQL Server
Express. This document is not an install guide but a set of notes about the issues that
can arise when installing under Windows XP with Microsoft SQL Express. We recommend
and support the use of Windows 2003 Server Enterprise Edition and SQL Server 2000
Enterprise with Service Pack 3a.

iLab Process Agents

A process agent in the iLab architecture is a web service that implements the
ProcessAgent interface. A process agent can be a web service or a web server. In
addition to having the physical machines correctly installed and configured, you will
need to have downloaded and installed the code or pre-built iLab services.

In the iLab architecture there are four types of services described; ISB, ESS, USS, LSS.
This bootstrapping guide will assume that your iLab domain will have one Service Broker
and at least one of each of the servers. Also included in this release is a test experiment
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called the Interactive Time Of Day Experiment, designed to confirm that the Service
Broker and its components are installed correctly. The Interactive Lab Server (ILS) with
LabVIEW is not configured in this document but under a separate document called iLabs
InteractiveLabServer with LabVIEW Setup and Configuration.

iLab Service Broker (ISB)

Experiment Storage Server (ESS)

User-side Scheduling Server (USS)

Lab-side Scheduling Server (LSS)

Interactive Time of Day Experiment (TOD)

Interactive Lab Server (ILS) with LabVIEW (this server is not configured in this
document, but under a separate document called iLabs InteractiveLabServer with
LabVIEW Setup and Configuration.

One important item to remember about Process Agents is that service (USS, ESS, and
LSS) can have only one Administration group, but may have many Management groups.

Grants and Qualifiers

Grants are the permissions given to an agent (either a group or user). Qualifiers are the
resources (services or servers) that Agents are allowed to perform actions on.

Grants have three parts: Group, Function, and Qualifier.

e Groups
e Functions are the permissions or TicketType that a group has on a particular
qualifier.

e Qualifiers are resources or resource mappings.

Resource Mapping

e Resources such as scheduling and storage are associated with clients, process
agents or groups.

e Resource Mappings are resource associations with one key to many values.

e Authorizations come from the Grant table not the Resource Mapping table.

e In the case of a single domain, resource mappings will be used to map client ->
USS, client -> LSS and LS -> LSS. Mapping_id’s are unique. TicketTypes needed for
each resource are stored in the grants information.

Map ID  KeyType KeyValue (DB) ValueType ValueValue (DB)
11 “client” Client_object “ResourceType”  “ESS”
(client_id)
“ProcessAgent”  ESS_Object (pa_id)
“TicketType” “Manage Experiment”
12 “client” Client_object “ResourceType”  “USS”

(client_id)
“ProcessAgent”  USS_Object (pa_id)
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“TicketType” “Schedule session”

13 “LabServer” LS _Object (pa_id) “ResourceType”  “LSS”
“ProcessAgent” LSS _Obiject (pa_id)
“TicketType” “Manage LS”
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Installing iLab Servers

Currently, there is only one version of the iLab’s distribution files that can be
downloaded from http://icampus.mit.edu/iLabs/architecture/ website:

The standard distribution contains both the SDK and a pre-built set of web sites
ilab_Project_Release_2.zip. If you want to use the pre-built services use the builds
directory. If you intend to set up a development environment with full source code, use
the code in the services directory for compiling. Note: Visual Studio 2005 is the
recommended install, since you will need to build the local installation.

Requirements

You should have the following software already installed and configured before you
begin to set up the iLab Service Broker.

Windows 2003 Server Enterprise

SQL Server 2000 or 2005

Microsoft .Net 2.0 Framework

Visual Studio.NET 2005 Professional and Library (optional, but required for

compiling the SDK version)

The installation and configuration of the server computers is described in the iLabs
Service Broker OS and Database Install Guide.

iLab Installation Directory

o Create a folder called iLabs (typically on the D drive)
o Unzip the iLabs Distribution archive ilab_Project_Release 2.zip into this folder.

(0}

(0}
o
(0}

(0}
(0}

Right-click on the zip file

Select Extract All...

Click Next>

If you are using ilab_Project_Release_2.zip, edit the directory to so that
it simply reads “D:\iLabs” if you installed on the D drive. You can install
the code in the directory of your choice. For notation purposes, this
document will use \*local_path*\ to represent the directory on your local
computer where the code is installed.

Click Next>

Click Finish

The structure of the new iLab directories includes the following (there may be other
directories).

\iLabs\Builds - Precompiled versions.

\iLabs\Database - Database scripts and models.

\iLabs\Documents - Install documents.

\iLabs\LabView - LabView interface and support.

\iLabs\Libraries - ProcessAgent, ServiceBroker and Ticketing libraries.
\iLabs\Projects\iLabProject - the Visual Studio solution file
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\iLabs\Services - The individual service’s code

If you are using the pre-built version, you will need the Builds, Database and
Documents directory. If you are using the SDK version, you will need all the
directories except the Builds directory.

.NET 2.0 Framework

The iLabs Architecture needs the .NET 2.0 framework to be installed. This is not
installed when you installed Windows Server 2003.

Download the Microsoft .NET framework from http://www.microsoft.com/downloads/
there should be a link to the .NET Framework Version 2.0 Redistributable Package (x86).

This document assumes that you will be installing each service separately or on
separate machines. This document is organized by service.

If you are installing all the services on a single machine, a more efficient way to set
up the services is by activity; i.e., all the databases at once. This document is not
configured to follow this method, but you can use the included checklist to install
by activity.

What is a GUID

A Globally Unique Identifier or GUID is a special type of identifier used in software
applications in order to provide a unique string for referencing. It is typically a string of
letters and numbers separated by hyphens. iLab uses GUIDs to ensure the Process Agent
IDs are unique. Since Process Agents such as the Service Broker, Experiment Storage
Service, User-Side Scheduling and Lab-Side Scheduling exchange credentials, it is very
important that their identifiers be unique. This ensures the correct service is accessed
when needed.

There are several free, on-line, easy to use GUID generators available, or you can use
the GUID generator provided with Visual Studio .NET. If you have installed Visual
Studio.NET 2003, GuidGen.exe is available in the C:\Program Files\Microsoft Visual
Studio.NET 2003\Common7\Tools directory. To create a GUID, select Registry Format,
Click the Copy button, and paste the resulting GUID between the quote marks following
the value field. Edit out the bracket and hyphen characters ({-}).

BUG: The Service Broker GUID needs to be 35 characters or less due to some legacy
code in the batched architecture. If you enter a GUID into the web.config file
directly, please make sure that it is less than 35 characters long including dashes
and underscores.
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Building from the SDK

Most developers prefer to run from their own compiled versions of the software. To do
this you will need to use the SDK version of the iLab software located in the Services
directory, if not, please use the pre-built version located in the Builds directory.

To build the files locally you must first create virtual directories for each of the services
as defined in the solution file. The different site directories are located in the Services
directory of the iLabs installation.

http://localhost/ExperimentStorage
http://localhost/iLabServiceBroker
http://localhost/InteractiveTimeOfDay
http://localhost/LabSideScheduling
http://localhost/UserSideScheduling
http://localhost/InteractiveLabServer
http://localhost/ilab_WSDLI

I ) [ Ny

Opening the Visual Studio Project
Now, create the Visual Studio project.

o Start->Run->Microsoft Visual Studio.NET 2005- Microsoft Visual Studio.NET

2005

Click on the Projects tab

Click Open Project

Browse to \*local_path*\iLabs\projects\ iLabProject_wLabView.sIn

Click OK

Wait while Visual Studio loads the code. If you get an error message saying

that VS cannot find the directory, browse to the location where the code in

guestion currently resides.

o Do a Test Build: Build->Build Solution. If it builds without errors, your
installation is a success. There may be a few warnings.

00000

Note: You cannot develop in Visual Studio against a website that is running SSL. If
you have problems, check to make sure that SSL is not turned on in web.config.

Problems under XP

e Under the virtual directory properties, make sure that Default.aspx is in the
documents section

e Make sure that the .NET framework is installed

e Run the .Net framework-iis installation aspnet_regiis.exe from the command
prompt (C:\WINDOWS\Microsoft.NET\Framework)

There is a help document titled “iLabs Service Broker XP notes.doc” with some
configuration and notes about installing the iLab Service Broker under Windows XP with
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SQL Server Express. This is not an install guide, but notes about the issues that can arise
when installing under Windows XP with Microsoft SQL Express.

Installing from the Pre-built Binaries

If you do not want to build the project locally, please use the pre-built version of the
code included in the distribution’s Builds directory. To use the pre-built version, when
creating the virtual directories, set the directory location to the Builds directory for
each service rather than the services directory.

General Installation Process

A more detailed description of each installation process will follow. Each service
installation will follow the same general process:

Create a virtual directory

Create the database (tables and stored procedures)
Edit Web.config file as necessary

Complete self-registration

000o

After a service is installed the Service Broker needs to create a trusted relationship with
the service. This is done in the bootstrapping section of this document.

URGENT: This document assumes that you have compiled the iLab
architecture and will be using the Services directory for the IIS virtual
directories and editing the web.config files. If you are using the pre-
compiled version in the Builds directory you will need be aware and
make the necessary changes so that the IIS virtual directories point to
the correct prebuilt locations and that you edit the correct web.config
files.
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iLabs Installation Check List

iLab Service Broker

Create Virtual Web Site

Create Database

Database Permissions

Database Process Agent scripts

Database Ticketing scripts

Database Interactive Service Broker scripts
Edit Web.Config file

Test service

Register domain services

oy Ry ey

Experiment Storage Server

Create Virtual Web Site
Create Database

Database Permissions
Database Process Agent scripts
Database ESS scripts

Edit Web.Config file

Test service

ESS self registration

O

ooopoocodo

UserSide Scheduling Service
Create Virtual Web Site
Create Database

Database Permissions
Database Process Agent scripts
Database USS scripts

Edit Web.Config file

Test service

USS self registration

[ Sy gy o

LabSide Scheduling Service
Create Virtual Web Site
Create Database

Database Permissions
Database Process Agent scripts
Database LSS scripts

Edit Web.Config file

Test service

LSS self registration

[ Sy gy oy

Interactive Time Of Day Server
Create Virtual Web Site
Create Database

Database Permissions
Database Process Agent scripts
Edit Web.Config file

Test service

ToD self registration

ooopoocodo
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iLab Service Broker

Service Broker Web Site
First, create a virtual directory in 1IS.

Right-Click on My Computer

Click Manage

Expand Services and Applications

Expand Internet Information Services

Expand Web Sites

Expand Default Web Site

Right-click on Default Web Site

Select New->Virtual Directory

Click Next to start the Virtual Directory Creation Wizard

In the Alias box, type iLabServiceBroker

Click Next

Click the Browse button and navigate to the location where your Service Broker
code is located. The path should resemble \*local_path*\iLabs\Services\
iLabServiceBroker directory. In addition, there is a second set of precompiled
builds located in \*local_path*\iLabs\Builds\iLabServiceBroker. Use the Service
directory if you compiled the code yourself and the builds directory to use the
pre-build versions.

o000 000000 O

W=
=) File Action  View ‘Window Help |_|ﬁ||1|

e- | AEXEER @@ 2 > mu

[]--@ Event Viewer ;I Description | Identifier | State | Host header wah
[]---g Shared Folders iDefauIt ‘Web Site 1 Running

. b-# Local Users and Groups 8 Microsoft shareRoint Administ... 2 Running

[+ @] Performance Logs and Al

E& Storage Web Site Content Directory

[]--§ Removable Storage

. ] Yo
& Disk Defragmenter Where is the content you want to publish on the ‘Web site?

Disk Management
E@ Services and Applications
[+ 8 Telephony

[+ Microsoft SOL Servers Path:
% Services I Browse... |
-3y WMI Control
[]--g Indexing Service
EI--f:g Internet Information Ser 2]
[+ Application Poals
B Weh Stes
3 Default teb Sits—
Microsoft Sharef
[ ) Web Service Extensil™ = D iLab_2_5_20090609 ;I
» = ) iLab_z.5_20090609
= ) iLabs
= o
IC3) ExperimentStarage
1) iLab_wsDL Cancel
) iLabServiceBroker
) InteractivelabServer
I LabSidescheduling
1) TimeOFDay
I UserSidescheduling
|C5) Database
\C5) Documents

Enter the path ta the directory that containg the content for thiz 'Web site.

‘irtual Direckory Creation Wizard

[Make Mew Folder |
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For notational purposes we will use \*local_path*\ to represent the directory
on your local computer where the code is unzipped.

o Click Next

o Access Permissions: make sure you check the Run Scripts, Execute and Read
permission boxes

o Click Next

o Click Finish

o You should see the Service Broker site listed under the Default Web Site

o Right click on the iLabServiceBroker website and select Properties

o Select the ASP.NET tab

o Use the pull-down list for the ASP.NET version and select 2.0.xxx. Where xxx is

the current release version.

E Computer Managemenk

Q File  Action Wew Window Help

o = | | B | E% | iLabServiceBroker Properties |

% WL Cantrol ;I Wirtual Directory I Documents I Directory Security |
g Indexing Service HTTP Headers Custorm Errors ASP.MET

E--f:g Internet Information Services (112
- Application Poals

) Weh Sites Migrosglt i
- Defadlt Web Site n_e‘t
? _wki_hin [ ]

[+ w.i, ExperimentStorage
j iLabServiceBroker
.Ei Labsidescheduling
13 TimeQfDay
qj UserSideScheduling ASPMET wversion: 2.0.50727
) aspret_client 1.1.47522
#-__| images Wirtual path:
_J _private
[_) _wki_enf File location: IC:'l,iLabs'l,BuiIds'l,iLabServiceBroker'l,web.config

_J _wti_lng
Bl _whi_pt File: creation date: I 6/24/2009 4:30:56 AM

_J _vti_script fr
Bl it File last modified: |6x24r2009 4:57:20 AM

/- Microsoft SharePoint P.inlll
| 4 Edit Configuration. ..

Ok I Cancel

o Select OK and close the properties window
o Close the Computer Management Window

This document assumes that you will be installing each service separately or on
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separate machine. This document is organized by service.

If you are installing all the services on a single machine, a more efficient way to set
up the services is by activity; i.e., all of the virtual directories at once. This
document is not configured to follow this method, but you can use the included
checklist to install by activity.

Create the Database
First, create the database.

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Right-Click on Databases

New Database...

Name: ilab_ISB (This is the default. You can use any name you would like but
you must update the web.config file to use the different name)

o Click OK

00000

Grant Access to the Database

o Expand the Security folder in Enterprise Manager.
o Right-click Logins, select New Login...

S0L Server Login Properties - New Login il

General | Server Holesl Database Accessl

m? Name: fi _|

Authentication

' Windows Authentication

Diomair: j

Security access:

{* Grant access

" Deny access

¢~ SOL Server Authentication

Pasawond: I

Defaults

Specify the default language and database for this login.

Databaze; I master ﬂ
=l

Lahguage: I <Default:

ok I Cancel | Help |

o In the Name box, type NT AUTHORITY\NETWORK SERVICE
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o0 Note: if you already have a login for NT AUTHORITY\NETWORK SERVICE,
double-click on it and continue with the next step. If you are installing
under Windows XP, please check the Windows XP notes guide for the
proper security name to use.

':m S0L Server Enterprise Manager

File Action Mew Tools ‘Window Help
e | EmXEFR @8N OD®BE

':m Console Root'\Microsoft SQL Servers'SOL Server Group'(local) (Windows NT}'\Security'Logins

D Console Rook Logins 4 Items
E|-- Microsoft SQL Servers

z #
El--ﬁ SQL Server Group Narne: Type Server Access Defaulk Database Defaulk Language

E& {local) (Windows NT) @ BUILTIM\Administrators wWindows G...  Permit masker English
-] Databases 7 MANEOT|SglAccount Windows User  Permit asker Enalish

EREEL TR U | /11T (U THORITY\NETWORK SERVICE  Windows G, Permit rraster English
D Management Standard Permit masker English
D Replication
Iél {:I Security

Logins

Server Roles

& Linked Servers
: Q Remate Servers

+]-{_] Support Services
D Meta Data Services

|

Click the Database Access tab

Check the box next to ilab_ISB (or the database name you used above)
In the box below, click the box next to db_owner

Click OK

N W Ay

Service Broker Database Scripts

For each Process Agent created (ISB, USS, LSS, ESS, and TOD), you will need to run
Process Agent scripts that are generic for all process agents, and specific scripts for the
particular Process Agent you are creating. The generic process agent scripts are in a
directory called ProcessAgent and specific database scripts will be in named directories,
for example ServiceBroker.

This document contains two ways to run the database scripts for Microsoft SQL server;
from within the SQL Query Analyzer or from the loader scripts that are in the DB_Scripts
directory. The preferred method of creating a new service database is to use Method 2:
Using the SOL loader scripts. If you are just updating a stored procedure and not the
database, it is best to use the SQL Query analyzer. We include Method1: Using the SQL
Query Analyzer for your information.

NOTE: the SQL loader scripts do not work under Windows XP with SQL Express - if you
are using Windows XP and SQL Express you will need to use the SQL Query Analyzer.

Do NOT attempt both methods - choose one.
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METHOD 1: Using the SOL Query Analyzer:

Expand Databases

Select the ilab_ISB database (or what you named it) in Enterprise Manager.
On the menu bar, select Tools -> SQL Query Analyzer

In Query Analyzer, click File->Open...

Browse to database scripts directory typically (\*local _path*\iLabs\
Database\DB_ Scripts\ProcessAgent)

o In the ProcessAgent directory select and open the ProcessAgentTables.sql

00000

This directory contains the database scripts for all of the Process Agents. You will
set up and run the ProcessAgent database scripts before running the service-
specific database scripts. This is important because there is a key from the iLab
Service Broker foreign to the Process Agents table.

& SOL Query Analyzer —ol x|
Fie Edt Query Tools Window Help
o (e 51 =
|8 -2@8|: medd - [(B-|v e [ws -] d5a(EE
Dbject Browser X g Query - MANBOT.iLab_ISB.MAN CRSSPoWmea==] 1 - C:\iLab_2_5_20090609\iLab_2.5_20090609\iLabs\Database\DB S =[]
IBMANBDT[MANBDTW:I' I- $1d: ProcesshgentTables.sgl,v 1.16 2007/06/25 14:11:41 pbailey Exp § -
5 ManBoT
B[ iLab_ESS -
[ G iLab_ISE —-— Tables common to all ticketing services.
B[ iLab LSS -
#-[J) Lab_TOD
D iLab LI5S if exists (Zelect * frow dho.syschjects where id = chject 1id(N' [dho] . [FE IssuedTicket Ticket Type] '] and OBJECTPROPERTY (ic
D mas;al ALTER, TABLE [dko] . [IssuedTicket] DROF CONSTRAINT FK_IssuedTicket Ticket Type
&[] model GO
[ medb
D Marthwind if exists (Zelect * frow dho.syschjects where id = cbiject id(N' [dho] . [FK Ticket Ticket Type]') and OBJECTPROPERTY (id, N'I:z
D pubs ALTER TAELE [dhbo] .[Ticket] DROP COMNSTRAINT FE_Ticket Ticket_Type
D tempdh Ga
|_] Comman Objects
D Canfiguration Funclior if exists (select *.frﬂm dho.sysobjects where id = object_id(N' [dbo] . [Ticker_Type] '] and OBJECTPROPERTY (id, N'IsUserTable!
D Cursor Funclions drop table [dbo] . [Ticket_Type]
{1 Date and Time Functi GO
{1 Mathematical Functior . ) R ) . ) ) ‘ ) ‘ )
[#-Z] Agaregate Functions if exists (select from [ﬂ?ll].SYEDbJEI;‘tS where id = DbjECt_l[.i(N [dbo] . [FE_IssuedTicket Redeemer]'] and OBJECTPROFERTY (id, I
[+ Metadata Functions ALTER TAELE [dbo] .[IssuedTicket] DROF CONSTRAINT FE_IssuedTicket_Redeemer
{1 Secuity Furctions GO
{3 Sting Functions
-2 System Functions if exists (Zelect * frow dho.syschjects where id = chject id(N' [cdho] . [FE IssuedTicket Sponsor] '] and OBJECTPROFERTY (id, N'
200 System Statistical Fun ALTER TABLE [dko] . [IssuedTicket] DROP CONSTRAINT FK_IssuedTicket Sponsor
{1 Text and Image Funct GO
120 Rowset
1230 System Data Tupes if exists (select * frow dho.syschjects where id = cbiject id(N' [cho] . [FK Lsh Serwver To Client Map Lab Servers] ') and OBJEC
ALTER. TAELE [dko] . [Lsh_Serwver To_Client Map] DROP CONITRAINT FE Lsbh Serwver To Client Map Lab Serwvers
GO
if exists (select * from dbo.sysobjects where id = object_id(N'[dbol . [FE _System Messages Lab_ Servers] ') and OBJECTPROPERTY
ALTER TAELE [dbo] .[System Messages] DROP CONSTRAINT FE_System Messages_Lab_Serwvers
- o
a | o el | 3
% Objects - Templates Successfully loaded query file CiiiLab_2_5_2009060%iLab_2.5_20020603Labs\Dat abasel DB _Scripts\ProcessAge |MANBOT (8.0} ‘MANBOT\Adm\mstrator i52) ||Lab 158 |U 00:00 |0 rows ‘Ln Lol gz
| ‘Connactlons 1 |NUM | v

o Again make sure the correct database, ilab_ISB, is the selected database in
the dropdown menu at the top of the window. *This is very important
because the scripts will be installed in the database specified by this pull-
down menu.

o Click the green triangle “play” button to run the script

You should see a message: “The command(s) completed Successsfully.”

o Follow the same procedure, File > Open, to open and run the
ProcessAgentProcedures.sql script.

o You should see the same message: “The command(s) completed
Successsfully.”

o Open and run the SetDefaultsPA.sgl script.

O
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o You should see several messages: “1 row(s) affective.” and “Checking Identity
Information ....”.

Next, set up and run the Interactive Service Broker-specific database scripts
(typically located in \*local path*\iLabs\ Database\DB_Scripts\ServiceBroker).

o In Query Analyzer, click File->Open...

o Browse to database scripts directory, typically (\*local_path*\iLabs\
Database\DB_Scripts\ServiceBroker)

o Open and run the TlIssuerTables.sql script.

o Open and run the TlIssuerProcedures.sql scripts.

o Open and run the ServiceBrokerCoreTables.sql script.

o Again you should see the message: “The command(s) completed
Successsfully.”

o Open and run ServiceBrokerCoreProcedures.sgl, as above

o Open and run ServiceBrokerCoreDefaultValues.sgl as above

o You should see several messages: “1 row(s) affective.” and “Checking Identity
Information ....”.
o Close SQL Query Manager and Enterprise Manager

METHOD 2: Using the SOL loader scripts:

o Open a Command Prompt window. Start -> Programs -> Accessories ->
Command Prompt.

A DOS window should open.

Change the directory to the DBscripts directory.

Type: “cd \*local_path*\iLabs\ Database\DB_Scripts\”

Type: “LoadISB ilab_ISB” where ilab_ISB is the name of your database.
You should see something similar to the following with your directory path
and database name.

00000

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadlSB iLab_I1SB

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating iLab_ISB
populating InteractiveSB InteractiveSB

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call ISB_tables.bat iLab_ISB
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo InteractiveSB Tab

les: ilab_ISB

InteractiveSB Tables: ilab_ISB

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
eSB -1 .\Ticketing\ProcessAgentTables.sql -o isbBuildO.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\Ticketing\SetdefaultsTicketing.sql -o isbBuildl.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\Ticketing\TlIssuerTables.sql -o isbBuild2.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\InteractiveSB\ServiceBrokerCoreTables.sql -o isbBuild3.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\InteractiveSB\ServiceBrokerCoreDefaultValues.sql -o isbBuild4.log
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D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call 1SB_procedures.ba
t ilab_ISB

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo InteractivelLS Pro
cedures: ilab_ISB
InteractivelS Procedures: ilab_ISB

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\Ticketing\ProcessAgentProcedures.sql -o isbBuildl.log -r

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\Ticketing\TlIssuerProcedures.sql -o isbBuild4._.log -r

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ISB
-1 .\InteractiveSB\ServiceBrokerCoreProcedures.sql -o isbBuild6.log -r

Web.Config
An overview of editing the web.config

Web.config is a text file containing configuration information in an XML format. It
resides in the root of the Service Broker web site (typically in the
\*local_path*\iLabs\Services\iLabServiceBroker directory). Web.config.template ships
with this release.

If this is a new installation of the Service Broker, delete any existing copy of the
Web.Config file. Copy web.config.template and paste the file into the same
directory. Rename the copy “web.config” and edit it using notepad.

There are two ways to configure a service: editing the web.config file for that service
directly using a program such as notepad, or using the self-registration webpage
supplied as part of the installation package. Please note that not all fields can be
configured using the self-registration webpages; there are certain fields that can only
be edited in the web.config file. Also, changes made on the self-registration pages are
not updated in the web.config file.

<?ml version="1.0"?>

<configuration xmlns="http://schemas.microsoft.com/.NetConfiguration/v2.0">
<!-- This area contains the Services specific configuration properties YOU MUST SET THESE-->
<appSettings>

<l--

Interactive ServiceBroker Web.Config -->

<l--
ProcessAgent required Keys -->
<!-- THE FOLLOWING MUST BE SET FOR ALL SERVICES, used to define the service -->
<!-- The following keys specify the WebService required Values -->
<l-- They are used by the SelfRegistration page to generate the ProcessAgent's
Bootstrap ProcessAgent Record, which must be created before installing domain credientials -->

<add key="serviceType" value="SERVICE BROKER"/>

<!I-- The name of the Service displayed for the user, please change -->

<add key="serviceName" value="Default iLab ServiceBroker"/>

<!-- This Service's GUID You must supply a vaild GUID, see createGUID.exe, may be any string, 50 characters or less. --

<add key="codebaseURL" value="http://localhost/iLabServiceBroker"/>
<add key="serviceURL" value="http://localhost/iLabServiceBroker/iLabServiceBroker.asmx"/>
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<add key="defaultPasskey" value="Let me in!"/>

<l-- the database connection information
NOTE: You Must set the database catalog to the database name that you created as part of the instalation process -->
<add key="sglConnection" value="data source=(local);initial catalog=iLab_ISB;Integrated Security=SSPI" />

<!-- Optional path and filename for application log. The directory must exisit & be writeable to the IS worker process
-->
<add key="logPath" value=""/>

<!-- ServiceBroker Specific Keys -->

<I-- Cookie support for applets needed for .Net 2.0. This should only need to be changed if you host more than one SB
per machine -->

<add key="isbAuthCookieName" value="isbAuth" />

<!-- CHANGE THIS TO LOCAL ADDRESS: email address where help requests are sent -->

<add key="supportMailAddress" value="ilab-comment@mit.edu"/>

<!-- CHANGE THIS TO LOCAL ADDRESS: default email address where requests for membership in a group are sent.
If the group has a contact address mail will be sent to that address -->

<add key="registrationMailAddress" value="your_email@your_machine.edu"/>

<add key="genericFromMailAddress" value="your_email@your_machine.edu"/>

<!-- email address where bug reports are sent, this for the centralized bug tracking system at MIT.
Append a local mail address if you want to also recieve bug reports ( comma delimited ) -->
<add key="bugReportMailAddress" value="ilab-bug@mit.edu"/>
<add key="bugReportOptions" value="System-wide error,Login,Group Issues,Grant Issues,UserInterface,Business
logic'/>
<add key="helpOptions" value="General Help,Logging In,Running Lab,Page Specific Help"/>

Update the Database Name

Update the database connection variable in the web.config file to use the name you
chose when you created the database. Note the default database name is set to
ilab_ISB. If you used a different database name, update the catalog value in the key.
This name MUST match the name of your database exactly including capitalization.

<add key="sglConnection”
value="data source=(local);initial catalog=1 lab_ 1SB;Integrated Security = SSPI" />

Update Email Addresses

Do not forget to update the email address keys or else users will encounter errors when
registering and sending bugs.

<add key="supportMailAddress" value=" your_email@your_machine.edu " />
<add key="registrationMailAddress" value=" your_email@your_machine.edu " />
<add key="genericFromMailAddress" value="your_email@your_machine.edu"/>

Update Default Passkey

The default Pass Key is a simple string used by process agents to exchange credential
information the first time only. This can be any string you would like. We recommend
that you not change this.

<add key="defaultPasskey" value="" /> Set to “Let me in!” by default
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Web.Config Parameters to be aware of:

There are several other parameters that you should be aware of in web.config, for
example, bugreportMailAddress which is the email address that bug reports will be sent
to.

serviceType SERVICE BROKER (do not change this)

serviceName A default name - should be changed in selfRegister
(later)

serviceGuid Must be created in selfRegister (later)

codebaseURL SB application URL, change to DNS name in selfRegister
(later)

serviceURL SB’s service URL, change to DNS name in selfRegister
(later)

defaultPassKey Initial Passkey for credential exchange

sglConnection Database name, default ilab_ISB

bugReportingMailAddress  Enter a local email address or leave ilab-bug@mit.edu
you may add comma delimited additional addresses

supportMailAddress Enter a local email address

registrationMailAddress Enter a local email address

genericFromMailAddress Enter a local email address

NOTE: In the following steps it is best to use the fully qualified URLs in this
document rather than localhost. localhost is good for testing but not for web service
registrations. Make sure to use fully qualified URLs for registration. It is also
important that your registration URLs be consistent. Do not mix the use of fully
qualified URLs, localhost and IP addresses within a single service setup. Mixing
registration URLs will cause problems with web service communications.

Testing Your Service Broker Installation

Open Internet Explorer
Browse to http://localhost/iLabServiceBroker/iLabServiceBroker.asmx
The iLab Service Broker service description page should be displayed
Browse to http://localhost/iLabServiceBroker
Log in as follows:

0 Username: SuperUser

o Password: ilab

| S Ny W Ay

Using the http://localhost is a good way to test your service installation, but you should
also test with the fully qualified URLs in this document. The iLab architecture is
designed to use fully qualified URLs, and unexpected things can happen when using
localhost.

a Browse to
http://machinename.edu/iLabServiceBroker/iLabServiceBroker.asmx
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o The iLab Service Broker service description page should be displayed
o Browse to http:// machinename.edu /ZiLabServiceBroker
o Log in as follows:

0 Username: SuperUser

o Password: ilab

Self-Registration Fields

Most of the setup information like the serviceName, serviceGUID and codebaseURL will
now be entered in the Service Broker self-registration page when you first login to the
Service Broker. This is the preferred method, but you can also enter the information
into the web.config file and it will be loaded into the self-registration page for you to
check.

NOTE: Currently, changes made in the self-registration page are not updated in
the web.config file.

Each Service Broker and Process Agent must have a unique GUID (Globally Unique
Identifier) which will identify this particular Service Broker to all lab servers and
Process Agents. This GUID will be supplied to the Lab Server(s) administrator so that the
Lab Server can be configured to communicate with this Service Broker. We use a GUID
produced on the Service Broker's machine with all the '-', '{’, and '} characters stripped
out. You can generate your own GUID and enter it in the web.config, or use the
“Generate GUID” button on the Service Broker’s self registration page and then remove
the hyphens (this is the preferred method).

BUG: The Service Broker GUID needs to be 35 characters or less due to some legacy
code in the batched architecture. If you enter a GUID into the web.config file
directly, please make sure that it is less than 35 characters long including dashes
and hyphens.

iLab Service Broker Self Registration

In order for process agents to exchange credentials, their information needs to be
entered into the Process Agents table. There is a self-registration web service included
with each process agent. You cannot register a process agent until after you have
created and edited the corresponding web.config file.

Open Internet Explorer

Browse to http://machinename.edu/iLabServiceBroker/
Login as SuperUser

Click on the “Services & Clients” tab

Click on the “Service Broker Information” tab in the sub-menu

00000
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/2 MIT iLab Service Broker - Windows Internet Explorer
G_G: = [l hieep:flocalnostilabservicebroker Zl [ & [+ x| [£2 e search

Fle Edt Yew Favortes Tools Help

.7 Favorites ‘ 95 @ Suggested Sites = @ | Free Hotmail & | Web Slice Gallery =

@ MIT iLab Service Broker

Merged iLab Service Broker User. superUser  Group: SuperUserGroup

Home | My Groups | My Labs | Services & Clients | Users & Groups | Grants | Resource Mappings | Exp/Log-in Records | Messages

Service Broker Information ‘ Manage Process Agents | Manage Lab Clients | Cross-domain Registration

SelfRegistration for SERVICE BROKER

Configure this senvice's specification

Required Credential Information

Serice Name IDefau\l iLab ServiceBroker

Codebase URL  [http-//lacalhost/iLabSeniceBroker

\
ieb SEBEE |hnp:Hla:a\hosl.f\LahSeNi:eBrakemLahSemceEroker.asmx

Service GUID |IBTEED5462D44US19375C5F52478753E

Install
Credential ILet me in!
Passkey

Refresh Clear

Privacy

[0 [ T T T | [Sdiocalintranet [Fa - [®Rioewe ~

o Modify Service Name, CodeBase & Webservice URLs as needed. Please make
sure that the Service Name is unique. Be sure to use fully gualified URLs.
0 Codebase URL: http://machinename.edu/iLabServiceBroker
0 Web Service URL:
http://machinename.edu/iLabServiceBroker/iLabServiceBroker.asmx
o If necessary, use the “Create GUID” button to generate a new GUID and
remove the hyphens.

BUG: The Service Broker GUID needs to be 35 characters or less due to some legacy
code in the batched architecture. If you used the “Create GUID” button to generate
the GUID, please remove the hyphens “-** from the GUID before saving.

o Click the Save Changes button

Please be aware that there are certain fields that can not be configured from the
Service Broker self-registration page. For example, the default passkey for registering
process agents such as the ESS can only be edited in the web.config file. Similarly,
configuring email addresses for bugs and notices can also only be edited in the
web.config file. Please see the section on the web.config for more information.
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Error Messages

When testing your installation of the Service Broker you may see one of the following
error messages:

o “Cannot open database requested in login ‘ilab_ISB'. Login fails. Login failed
for user 'NT AUTHORITY\NETWORK SERVICE'.”

o Edit the web.config and enter the correct database name.

o “The page cannot be displayed. You have attempted to execute a CGl, ISAPI,
or other executable program from a directory that does not allow programs to
be executed.” The Virtual Directory in IIS does not have the correct
permissions. Remove the virtual directory and recreate it with the correct
permissions.

o In the System News and Messages section of the login page you may see one of
the following messages:

0 An Administrator needs to edit web.config and add a value for
registrationMailAddress. This is the default email address where
requests for membership in a group are sent.

0 An Administrator needs to add a value for supportMailAddress. This is
the email address where help requests are sent.

To remove error or warning messages from the System News and Message area,

Login as SuperUser

Select the Messages tab from the top menu

Click on the system bullet in the message type area
Select a message to delete and click remove.

000D

Experiment Storage Service (ESS)

ESS Web Site
First, create a virtual directory in 1IS.

o000 00000 O

Right-Click on My Computer (renamed to your computer name)

Click Manage

Expand Services and Applications

Expand Internet Information Services

Expand Web Sites

Expand Default Web Site

Right-click on Default Web Site

Select New->Virtual Directory

Click Next to enter the Virtual Directory Creation Wizard

In the Alias box, type ExperimentStorage

Click Next

Enter \*local_path*\iLabs\Services\ExperimentStorage in the Directory box (or
click the Browse button, and navigate to the location where the code is located.)
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If you are using the pre-built code, please use the “Builds” directory,
\*local_path*\iLabs\Builds\iLabServiceBroker.

Click Next

Access Permissions: make sure you check the Run Scripts, Execute and Read
permission boxes

Click Next

Click Finish

You should see the ExperimentStorage site listed under the Default Web Site
Right click on the ExperimentStorage website and select Properties

Select the ASP.NET tab

Use the pull-down list for the ASP.NET version and select 2.0.xxx. Where xxx is
the current release version.

Select OK and close the properties window

o Close the Computer Management Window

O 0o

00000 o

O

Create the Database
First, create the database.

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Right-Click on Databases

New Database...

Name: ilab_ESS (You can use any name you would like but you must update
the web.config file if you change the default name)

o Click OK

I I I Ry

Grant Access to the Database

Expand the Security folder in Enterprise Manager.

Double-click on the NT AUTHORITY\NETWORK SERVICE under Logins.
Click the Database Access tab

Check the box next to ilab_ESS (or the database name you used above)
In the box below, click the box next to db_owner

Click OK

000000

ESS Database Scripts

This document contains two ways to run the database scripts for Microsoft SQL server;
from within the SQL Query Analyzer or from the loader scripts that are in the DB_Scripts
directory. The preferred method of creating a new service database is to use Method 2:
Using the SOL loader scripts. If you are just updating a stored procedure and not the
database, it is best to use the SQL Query analyzer. We include Method1: Using the SQL
Query Analyzer for your information.

NOTE: the SQL loader scripts do not work under Windows XP with SQL Express - if you
are using Windows XP and SQL Express you will need to use the SQL Query Analyzer.

Do NOT attempt both methods - choose one.
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METHOD 1: Using the SOL Query Analyzer:

o000 00o

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Expand Databases

Select the ilab_ESS database (or what you named it) in Enterprise Manager.
On the menu bar, select Tools -> SQL Query Analyzer

In Query Analyzer, click File -> Open...

Browse to \*local_path*\iLabs\ Database\DB_Scripts\ProcessAgent

Every service must have its own Process Agent information. These tables should
exist before the service-specific tables are added to the database.

Q
Q

a

In the ProcessAgent directory select and open the ProcessAgentTables.sql
Make sure the correct database is the selected database in the dropdown
menu at the top of the window- *This is very important, because the scripts
will be installed in the database specified by this pull-down menu.
Click the green triangle “play” button to run the script

You should see a message: “The command(s) completed Successsfully.”
Follow the same procedure, File->Open, to open and run the
ProcessAgentProcedures.sql script.

You should see the same message: “The command(s) completed
Successsfully.”

Open and run the SetDefaultsPA.sql script.

Next, set up and run the ESS database script.

O

O

Q

In Query Analyzer, click File -> Open...

Browse to database scripts directory typically \*local_path*\iLabs\
Database\DB_ Scripts\ESS

In the ESS directory select and open the Ess_Tables.sql

Make sure the correct database is the selected database in the dropdown at
the top, then click the green triangle “play” button to run the script

You should see the message: “The command(s) completed Successsfully.”
Follow the same procedure to open and run the Ess_Procedures.sgl script.
Again, you should see the message: “The command(s) completed
Successsfully.”

Close SQL Query Manager and Enterprise Manager

METHOD 2: Using the SOL loader scripts:

a

000 o

Open a Command Prompt window. Start -> Programs -> Accessories ->
Command Prompt.

A DOS window should open.

Change the directory to the DBscripts directory.

Type: “cd \*local_path*\iLabs\ Database\DB_Scripts\”

Type: “LoadESS ilab_ESS” where ilab_ESS is the name of your database.
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o You should see something similar to the following with your directory path
and database name.

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadESS ilab_ESS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating ESS ilab_ESS
populating ESS ESSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call ESS_tables.bat ilab_ESS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo creating ESS Tabl
es: ilab_ESS
creating ESS Tables: ilab_ESS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ESS -i .
\Ticketing\ProcessAgentTables.sql -0 essBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ESS -i .
\Ticketing\SetdefaultsTicketing.sql -o essBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ESS -i .
\ESS\Ess_tables.sql -o essBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call ESS procedures.ba
t ilab_ESS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo Creating StoredPr
ocedures ESS: ESSdb
Creating StoredProcedures ESS: ilab_ESS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ESS -i .
\Ticketing\ProcessAgentProcedures.sql -o essBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d ilab_ESS -i .
\ESS\ESS_Procedures.sqgl -o essBuild.log
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>

Web.Config
An overview of editing the web.config.

Web.config is a text file containing configuration information in an XML format, residing
in the root of the ESS Services web site (typically in the
\*local_path*\iLabs\Services\ExperimentStorage directory). Web.config.template ships
with this release. If a web.config already exists, please delete it. Copy
web.config.template and paste the file into the same directory. Rename the copy
“web.config” and edit it using notepad. Please be sure to use only fully qualified URLs

NOTE: Currently, changes made in the self-registration page are not updated in
the web.config file.
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Update the Database Name

Update the database connection variable in the web.config file to use the name you
chose when you created the database. Note the default database name is set to
ilab_ESS. If you used a different database name, update the catalog value in the key.

<add key="sglConnection”
value="data source=(local);initial catalog=1 lab_ESS;Integrated Security = SSPI" />

Update Default Passkey

The default Pass Key is a simple string used by process agents to exchange credential
information the first time only. This can be any string you would like. We recommend
that you not change this.

<add key="defaultPasskey" value="ESS" />

Web.Config Parameters to be aware of:

serviceType EXPERIMENT STORAGE SERVER - Do not Change

serviceName ESS unique name for this service

serviceGuid ESS GUID - Set during self Registration (later)

codebaseURL ESS application URL - Set during self Registration
(later)

serviceURL ESS’s service URL - Set during self Registration
(later)

defaultPassKey Initial Passkey for credential exchange

sqlConnection Database Connection string;

Test the Experiment Storage Service:

o Open Internet Explorer
o Browse to http://localhost/ExperimentStorage/ExperimentStorage.asmx

Using the http://localhost is a good way to test your service installation, but you should
also test with the fully qualified URLs in this document. The iLab architecture is
designed to use fully qualified URLs, and unexpected things can happen when using
localhost.

Self-Registration Fields

Most of the setup information like the serviceName, serviceGUID and codebaseURL will
now be entered in the self-registration page. This is the preferred method, but you can
also enter the information into the web.config file and it will be loaded into the self-
registration page for you to check.

<?xml version="1.0"?>

<l--
Note: As an alternative to hand editing this file you can use the
web admin tool to configure settings for your application. Use
the Website->Asp.Net Configuration option in Visual Studio.
A full list of settings and comments can be found in

Merged Service Broker Page 28 of 71 3/19/07



machine.config.comments usually located in
\Windows\Microsoft.Net\Framework\v2.x\Config
>
<configuration>
<configSections>
</configSections>
<appSettings>
<!-- Experiment Storage Service Web.Config -->

<!-- ProcessAgent required Keys -->

<add key="serviceType" value="EXPERIMENT STORAGE SERVER"/>

<add key="serviceName" value="Default ESS"/>

<add key="serviceGUID" value=""/>

<add key="codebaseURL" value="http://localhost/ExperimentStorage"/>

<add key="serviceURL" value="http://localhost/ExperimentStorage/ExperimentStorage.asmx"/>

<add key="defaultPasskey" value="ESS"/>

<add key="sglConnection" value="data source=(local);initial catalog=iLab_ESS;Integrated Security=SSPI"/>

<l-- Optional path and filename for application log. The directory must exisit & be writeable to the IIS worker process
-->

<add key="logPath" value=""/>

Each Process Agent must have a unique GUID (Globally Unique Identifier) which will
identify this particular Process Agent to all lab servers. This GUID will be supplied to the
Lab Server(s) administrator so that the Lab Server can be configured to communicate
with this Service Broker. We use a GUID produced on with all the '{, and '} characters
stripped out. You can generate your own GUID and enter it in the web.config or use the
“Generate GUID” button on the Service Broker’s self registration page (this is the
preferred method).

BUG: The Service Broker and process agent GUIDs needs to be 35 characters or less
due to some legacy code in the batched architecture. If you used the “Create
GUID” button to generate the GUID, please remove the hyphens “-* from the GUID
before saving.

ESS Self Registration

In order for process agents to exchange credentials, their information needs to be
entered into the Process Agents table. There is a self-registration web service included
with each process agent. You cannot register a process agent until after you have
created and edited the corresponding web.config file.

KNOWN BUG: Currently, there is no CSS associated with the Experiment Storage
self-registration page.

o Open Internet Explorer
o Browse to http://machinename.edu/ExperimentStorage/selfRegistration.aspx
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o Modify ESS Service Name, CodeBase & Webservice URLs as needed. Please
make sure that the Service Name is unique.
0 Codebase URL: http://machinename.edu/ExperimentStorage
o0 Web Service URL: http://machinename.edu/ExperimentStorage/
ExperimentStorage.asmx
o If necessary, use the “Create GUID” button to generate a new GUID. Please
remove the *-* from the GUID.
o Click the Save Changes button

Userside Scheduling Services (USS)

USS Web Site
First, create a virtual directory in IIS.

00000 o OO o000 000000 O

0o

Right-Click on My Computer (renamed to your computer name)

Click Manage

Expand Services and Applications

Expand Internet Information Services

Expand Web Sites

Expand Default Web Site

Right-click on Default Web Site

Select New->Virtual Directory

Click Next to enter the Virtual Directory Creation Wizard

In the Alias box, type UserSideScheduling

Click Next

Enter \*local_path*\iLabs\Services\UserSideScheduling in the Directory box (or
click the Browse button, and navigate to the location where your Service Broker
code is). If you are using the pre-built code, please use the builds directory.
Click Next

Access Permissions: make sure you check the Run Scripts, Execute and Read
permission boxes

Click Next

Click Finish

You should see the UserSideScheduling site listed under the Default Web Site
Right click on the UserSideScheduling website and select Properties

Select the ASP.NET tab

Use the pull-down list for the ASP.NET version and select 2.0.xxx. Where xxx is
the current release version.

Select OK and close the properties window

Close the Computer Management Window

Create the Database
First, create the database.

o Start-> Enterprise Manager
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O

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
o Right-Click on Databases

o New Database...

o Name: ilab_USS (You can use any name you would like but you must update
the web.config file if you change this name)

o Click OK

Grant Access to the Database

Expand the Security folder in Enterprise Manager.

Double-click on the NT AUTHORITY\NETWORK SERVICE under Logins
Click the Database Access tab

Check the box next to ilab_USS (or the database name you used above)
In the box below, click the box next to db_owner

Click OK

I I

USS Database Scripts

This document contains two ways to run the database scripts for Microsoft SQL server;
from within the SQL Query Analyzer or from the loader scripts that are in the DB_Scripts
directory. The preferred method of creating a new service database is to use Method 2:
Using the SOL loader scripts. If you are just updating a stored procedure and not the
database, it is best way is to use the SQL Query analyzer. We include Method1: Using
the SQL Query Analyzer for your information.

NOTE: the SQL loader scripts do not work under Windows XP with SQL Express - if you
are using Windows XP and SQL Express you will need to use the SQL Query Analyzer.

Do NOT attempt both methods - choose one.

METHOD 1: Using the SOL Query Analyzer:

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Expand Databases

Select the ilab_USS database (or what you named it) in Enterprise Manager.
On the menu bar, select Tools -> SQL Query Analyzer

In Query Analyzer, click File -> Open...

Browse to \*local_path*\iLabs\Database\DB_Scripts\ProcessAgent

o000 o00o

Every service must have its own Process Agent information. These tables should
exist before the service-specific tables are added to each database.

o In the ProcessAgent directory select and open the ProcessAgentTables.sql

o Make sure the correct database is the selected database in the dropdown
menu at the top - *This is very important, because the scripts will be
installed in the database specified by this pull-down menu.
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Click the green triangle “play”” button to run the script

o You should see a message: “The command(s) completed Successsfully.

o Follow the same procedure, File->Open, to open and run the
ProcessAgentProcedures.sql script.

o You should see the same message: “The command(s) completed
Successsfully.”

o Open and run the SetDefaultsPA.sgl script.

Next, set up and run the USS database script.

o In Query Analyzer, Click File -> Open...

o Browse to database scripts directory typically \*local _path*\iLabs\
Database\DB_ Scripts\Scheduling

o In the Scheduling directory select and open the USS_Tables.sql

o Make sure the correct database is the selected database in the dropdown at
the top, then click the green triangle “play” button to run the script

o You should see the message: “The command(s) completed Successsfully.”

o Follow the same procedure to open and run the USS_Procedures.sql script.

o Again you should see the message: “The command(s) completed
Successsfully.”

o Close SQL Query Manager and Enterprise Manager

METHOD 2: Using the SOL loader scripts:

o Open a Command Prompt window. Start -> Programs -> Accessories ->
Command Prompt.

A DOS window should open.

Change the directory to the DBscripts directory.

Type: “cd \*local_path*\iLabs\ Database\DB_Scripts\”

Type: “LoadUSS ilab_USS” where ilab_USS is the name of your database.
You should see something similar to the following with your directory path
and database name.

00000

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadUSS Ilab_USS
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo loading USS: USSd
b

loading USS: llab_USS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call USS tables.bat US
Sdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo USS Tables: Ilab_USS
USS Tables: llab_USS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_USS -i .
\Ticketing\ProcessAgentTables.sql -o ussBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_USS -i .
\Ticketing\SetdefaultsTicketing.sql -o ussBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_USS -i .
\Scheduling\USS_Tables.sql -o ussBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call USS_procedures.ba
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t Ilab_USS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo USS Procedures: U
SSdb
USS Procedures: Ilab_USS

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_USS -i .
\Ticketing\ProcessAgentProcedures.sql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_USS -i .
\Schedul ing\USS_Procedures.sql -o IssBuild.log
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>

Web.Config
An overview of editing the web.config

Web.config is a text file containing configuration information in an XML format, residing
in the root of the USS Services web site (typically in the \*local_path*\iLabs\ Services\
UserSideScheduling directory). Web.config.template ships with this release. If the
web.config file already exists, delete it. Copy web.config.template and paste the file

NOTE: Currently, changes made in the self-registration page are not updated in
the web.config file.

into the same directory. Rename the copy “web.config” and edit it using notepad.

<?xml version="1.0"?>
<configuration>
<appSettings>

<l--

LabSideScheduling Web.Config -->

<l--
ProcessAgent required Keys -->
<l-- THE FOLLOWING MUST BE SET FOR ALL SERVICES, used to define the service -->
<l-- The following keys specify the WebService required Values -->
<l-- They are used by the SelfRegistration page to generate the ProcessAgent's
Bootstrap ProcessAgent Record, which must be created before installing domain credientials -->
<l-- The Service Type - Do Not Change -->
<add key="serviceType" value="SCHEDULING SERVER"/>
<!-- The name of the Service displayed for the user, please change -->
<add key="serviceName" value="Default UserScheduling Server"/>
<!-- This Service's GUID You must supply a vaild GUID, see createGUID.exe, may be any string, 50 characters or less. -->

<add key="codebaseURL" value="http://localhost/UserSideScheduling"/>
<add key="serviceURL" value="http://localhost/UserSideScheduling/UserScheduling.asmx"/>
<add key="defaultPasskey" value="USS"/>

<I-- the database connection information
NOTE: You Must set the database catalog to the database name that you created as part of the instalation process -->
<add key="sglConnection" value="data source=(local);initial catalog=iLab_USS;Integrated Security=SSPI"/>

Update the Database Name

Update the database connection variable in the web.config file to use the name you
chose when you created the database. Note the default database name is set to
ilab_USS. If you used a different database name, update the catalog value in the key.

Merged Service Broker Page 33 of 71 3/19/07



<add key="sglConnection”
value="data source=(local);initial catalog=i lab_USS;Integrated Security = SSPI" />

Update Default Passkey

The default Pass Key is a simple string used by process agents to exchange credential
information the first time only. This can be any string you would like. We recommend
that you not change this.

<add key="defaultPasskey" value="USS" />

Web.Config Parameters to be aware of:

ServiceType SCHEDULING SERVER - Do not Change

service Name USS unique name - Change in selfRegister (later)
serviceGuid USS GUID - Set in selfRegister (later)

codebaseURL USS’s applicaiton URL - Change in selfRegister (later)
serviceURL USS’s service URL- Change in selfRegister (later)
DefaultPasskKey Initial Passkey for credential exchange
sqlConnection Database name - default ilab_USS

Test the Scheduling Services:

o Open Internet Explorer
o Browse to http://localhost/UserSideScheduling/UserScheduling.asmx

Using the http://localhost is a good way to test your service installation, but you should
also test with the fully qualified URLs in this document. The iLab architecture is
designed to use fully qualified URLs, and unexpected things can happen when using
localhost.

SelT Registration

Most of the setup information like the serviceName, serviceGUID and codebaseURL will
now be entered in the self-registration page. This is the preferred method, but you can
also enter the information into the web.config file and it will be loaded into the self-
registration page for you to check. Make sure to use fully qualified URLs in the self-
registration page.

Each Process Agent must have a unique GUID (Globally Unique Identifier) which will
identify this particular Process Agent to all lab servers. This GUID will be supplied to the
Lab Server(s) administrator so that the Lab Server can be configured to communicate
with this Service Broker. We use a GUID produced on with all the '{, and '} characters
stripped out. You can generate your own GUID and enter it in the web.config or use the
“Generate GUID” button on the Service Broker’s self registration page (this is the
preferred method).
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USS Self Registration

In order for process agents to exchange credentials, their information needs to be
entered into the Process Agents table. There is a self-registration web service included
with each process agent. You cannot register a process agent until after you have
created and edited the corresponding web.config file.

o Open Internet Explorer
o Browse to http://machinename.edu/UserSideScheduling/selfRegistration.aspx
o Modify the USS Service Name, CodeBase & Webservice URLs as needed. Please
make sure that the Service Name is unique. Make sure to use fully qualified
URLs.
0 Codebase URL: http://machinename.edu/UserSideScheduling
0 Web Service URL:
http://machinename.edu/UserSideScheduling/UserScheduling.asmx
o If necessary, use the “Create GUID” button to generate a new GUID
o Click the Save Changes button

Labside Scheduling Service

LSS Web Site
First, create a virtual directory in 1IS.

o000 o000o0do0o0o

(M ]

00000

Right-Click on My Computer (renamed to your computer name)

Click Manage

Expand Services and Applications

Expand Internet Information Services

Expand Web Sites

Expand Default Web Site

Right-click on Default Web Site

Select New->Virtual Directory

Click Next to enter the Virtual Directory Creation Wizard

In the Alias box, type LabSideScheduling

Click Next

Enter \*local_path*\iLabs\Services\LabSideScheduling in the Directory box (or
click the Browse button, and navigate to the location where your Service Broker
code is). If you used the pre-built code please use the builds directory.

Click Next

Access Permissions: make sure you check the Run Scripts, Execute and Read
permission boxes

Click Next

Click Finish

You should see the LabSideScheduling site listed under the Default Web Site
Right click on the LabSideScheduling website and select Properties

Select the ASP.NET tab
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o Use the pull-down list for the ASP.NET version and select 2.0.xxx. Where xxx is
the current release version.

o Select OK and close the properties window

o Close the Computer Management Window

Create the Database
First, create the database.

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Right-Click on Databases

New Database...

Name: ilab_LSS (You can use any name you would like but you must update
the web.config file if you change this name)

o Click OK

00000

Grant Access to the Database

Expand the Security folder in Enterprise Manager.

Double-click on the NT AUTHORITY\NETWORK SERVICE under Logins
Click the Database Access tab

Check the box next to ilab_LSS (or the database name you used above)
In the box below, click the box next to db_owner

Click OK

Ny A Ny

LSS Database Scripts

This document contains two ways to run the database scripts for Microsoft SQL server;
from within the SQL Query Analyzer or from the loader scripts that are in the DB_Scripts
directory. The preferred method of creating a new service database is to use Method 2:
Using the SOL loader scripts. If you are just updating a stored procedure and not the
database, it is best way to use the SQL Query analyzer. We include Method1: Using the
SQL Query Analyzer for your information.

NOTE: the SQL loader scripts do not work under Windows XP with SQL Express - if you
are using Windows XP and SQL Express you will need to use the SQL Query Analyzer.

Do NOT attempt both methods - choose one.

METHOD 1: Using the SOL Query Analyzer:

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Expand Databases

Select the ilab_LSS database (or what you named it) in Enterprise Manager.
On the menu bar, select Tools -> SQL Query Analyzer

In Query Analyzer, click File -> Open...

Browse to database scripts directory typically \*local_path*\iLabs\
Database\DB_Scripts\ProcessAgent
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Every service must have its own Process Agent information. These tables should
exist before the service-specific tables are added to each database.

d
d

a

In the ProcessAgent directory select and open the ProcessAgentTables.sql
Make sure the correct database is the selected database in the dropdown
menu at the top - *This is very important, because the scripts will be
installed in the database specified by this pull-down menu.

Click the green triangle “play” button to run the script

You should see a message: “The command(s) completed Successsfully.”
Follow the same procedure, File=>Open, to open and run the
ProcessAgentProcedures.sql script.

You should see the same message: “The command(s) completed
Successsfully.”

Open and run the SetDefaultsPA.sql script.

Next, set up and run the LSS database scripts, typically located in
\*local _path*\iLabs\ Database\DB_Scripts\Scheduling.

a
a
a

a

a

a

a

In Query Analyzer, click File -> Open...

In the Scheduling directory select and open the LSS _Tables.sql

Make sure the correct database is the selected database in the dropdown at
the top, then click the green triangle “play” button to run the script

You should see the message: “The command(s) completed Successsfully.”
Follow the same procedure to open and run the LSS Procedures.sql script.
Again, you should see the message: “The command(s) completed
Successsfully.”

Close SQL Query Manager and Enterprise Manager

METHOD 2: Using the SOL loader scripts:

a

[y

Open a Command Prompt window. Start -> Programs -> Accessories ->
Command Prompt.

A DOS window should open.

Change the directory to the DBscripts directory.

Type: “cd :\*local_path*\iLabs\ Database\DB_Scripts\”

Type: “LoadLSS ilab_LSS” where ilab_LSS is the name of your database.
You should see something similar to the following with your directory path
and database name.

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadlLSS LSSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating LSS LS
Sdb
populating LSS LSSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call LSS tables.bat LS
Sdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo LSS Tables: LSSdb

LSS Tables: LSSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d LSSdb -i .
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\Ticketing\ProcessAgentTables.sql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d LSSdb -i
\Ticketing\SetdefaultsTicketing.sql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d LSSdb -i .
\Scheduling\LSSCreateTableScript.sgql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call LSS_procedures.ba
t LSSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo LSS Procedures: L
SSdb
LSS Procedures: LSSdb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d LSSdb -i
\Ticketing\ProcessAgentProcedures.sql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d LSSdb -i
\Scheduling\LSSstoreprocedure.sql -o IssBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>

Web.Config
An overview of editing the web.config

Web.config is a text file containing configuration information in XML format, residing in
the root of the LSS Services web site (typically in the \*local_path*\iLabs\
Services\LabSideScheduling directory). Web.config.template ships with this release. If a
web.config file already exists, please delete it. Copy web.config.template and paste
the file into the same directory. Rename the copy “web.config” and edit it using

NOTE: Currently, changes made in the self-registration page are not updated in
the web.config file.

notepad.

<?xml version="1.0"?>
<configuration xmins="http://schemas.microsoft.com/.NetConfiguration/v2.0">
<appSettings>
<I--
LabSideScheduling Web.Config -->
<l--
ProcessAgent required Keys -->
<I-- THE FOLLOWING MUST BE SET FOR ALL SERVICES, used to define the service -->
<!-- The following keys specify the WebService required Values -->
<l-- They are used by the SelfRegistration page to generate the ProcessAgent's
Bootstrap ProcessAgent Record, which must be created before installing domain credientials -->

<add key="serviceType" value="LAB SCHEDULING SERVER"/>

<!-- The name of the Service displayed for the user, please change -->

<add key="serviceName" value="Default LabScheduling Server"/>

<!-- This Service's GUID You must supply a vaild GUID, see createGUID.exe, may be any string, 50 characters or less. -->
<add key="serviceGUID" value=""/>

<add key="codebaseURL" value="http://localhost/LabSideScheduling"/>

<add key="serviceURL" value="http://localhost/LabSideScheduling/LabScheduling.asmx"/>

<add key="defaultPasskey" value="LSS"/>

<!-- the database connection information
NOTE: You Must set the database catalog to the database name that you created as part of the instalation process -->
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<add key="sglConnection" value="data source=(local);initial catalog=iLab_LSS;Integrated Security=SSPI"/>

Update the Database Name

Update the database connection variable in the web.config file to use the name you
chose when you created the database. Note the default database name is set to
ilab_LSS. If you used a different database name, update the catalog value in the key.

<add key="sglConnection”
value="data source=(local);initial catalog=i lab_LSS;Integrated Security = SSPI" />

Update Default Passkey

The default Pass Key is a simple string used by process agents to exchange credential
information the first time only. This can be any string you would like. We recommend
that you not change this.

<add key="defaultPasskey" value="LSS" />

Web.Config Parameters to be aware of:

ServiceType LAB SCHEDULING SERVER -Do Not Change
serviceName LSS unique name - change in selfRegister (later)
serviceGuid This is the LSS’s Guid - change in selfRegister (later)
codebaseURL LSS application URL - change in selfRegister (later)
serviceURL LSS’s service URL

DefaultPassKey Initial Passkey for credential exchange
sqlConnection Database name - default ilab_LSS

Test the Scheduling Services:

o Open Internet Explorer
o Browse to http://localhost/LabSideScheduling/LabScheduling.asmx

Using the http://localhost is a good way to test your service installation, but you should
also test with the fully qualified URLs in this document. The iLab architecture is
designed to use fully qualified URLs, and unexpected things can happen when using
localhost.

SelT Registration

Most of the setup information like the serviceName, serviceGUID and codebaseURL will
now be entered in the self-registration page. This is the preferred method, but you can
also enter the information into the web.config file and it will be loaded into the self-
registration page for you to check. Use fully qualified URLs.

Each Process Agent must have a unique GUID (Globally Unique Identifier) which will
identify this particular Process Agent to all lab servers. This GUID will be supplied to the
Lab Server(s) administrator so that the Lab Server can be configured to communicate
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with this Service Broker. We use a GUID produced on with all the '{, and '} characters
stripped out. You can generate your own GUID and enter it in the web.config use the
“Generate GUID” button on the Service Broker’s self registration page (this is the
preferred method).

LSS Self Registration

In order for process agents to exchange credentials, their information needs to be
entered into the Process Agents table. There is a self-registration web service included
with each process agent. You should not self register a process agent until after you
have created and edited the corresponding web.config file.

o Open Internet Explorer

o Browse to http://localhost/LabSideScheduling/selfRegistration.aspx

o Modify Service Name, CodeBase & Webservice URLs as needed. Please make

sure that the Service Name is unique. Be sure to use fully gualified URLs.
0 Codebase URL: http://machinename.edu/LabSideScheduling
0 Web Service URL:
http://machinename.edu/LabSideScheduling/LabScheduling.asmx
o If necessary, use the “Create GUID” button to generate a new GUID
o Click the Save Changes button

Time Of Day Lab Server

TimeOfDay Web Site
First, create a virtual directory in 1IS.

Right-Click on My Computer (renamed to your computer name)

Click Manage

Expand Services and Applications

Expand Internet Information Services

Expand Web Sites

Expand Default Web Site

Right-click on Default Web Site

Select New->Virtual Directory

Click Next to enter the Virtual Directory Creation Wizard

In the Alias box, type TimeOfDay

Click Next

Enter \*local_path*\iLabs\Services\TimeOfDay in the Directory box (or click the

Browse button, and navigate to the location where your Service Broker code is).

If you used the pre-built code, please use the builds directory.

o Click Next

o Access Permissions: make sure you check the Run Scripts, Execute and Read
permission boxes

o Click Next

o000 000000 O
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o Click Finish

o You should see the TimeOfDay site listed under the Default Web Site

o Right click on the TimeOfDay website and select Properties

o Select the ASP.NET tab

o Use the pull-down list for the ASP.NET version and select 2.0.xxx. Where xxx is
the current release version.

o Select OK and close the properties window

o Close the Computer Management Window

Create the Database
First, create the database.

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Right-Click on Databases

New Database...

Name: ilab_TOD (You can use any name you would like but you must update
the web.config file if you change this name)

o Click OK

| S Ny Wy

Grant Access to the Database

Expand the Security folder in Enterprise Manager.

Double-click on the NT AUTHORITY\NETWORK SERVICE under Logins
Click the Database Access tab

Check the box next to ilab_TOD (or the database name you used above)
In the box below, click the box next to db_owner

Click OK

I I I Ay Ny

TOD Database Scripts

This document contains two ways to run the database scripts for Microsoft SQL server;
from within the SQL Query Analyzer or from the loader scripts that are in the DB_Scripts
directory. The preferred method of creating a new service database is to use Method 2:
Using the SOL loader scripts. If you are just updating a stored procedure and not the
database, it is best to use the SQL Query analyzer. We include Methodl: Using the SQL
Query Analyzer for your information.

NOTE: the SQL loader scripts do not work under Windows XP with SQL Express - if you
are using Windows XP and SQL Express you will need to use the SQL Query Analyzer.

Do NOT attempt both methods - choose one.

METHOD1: Using the SOL Query Analyzer:

Start-> Enterprise Manager

Console Root->Microsoft SQL Servers->SQL Server Group->(local)->Databases
Expand Databases

Select the ilab_TOD database (or what you named it) in Enterprise Manager.

Merged Service Broker Page 41 of 71 3/19/07

0Oo0o0o



On the menu bar, Select Tools -> SQL Query Analyzer

o In Query Analyzer, Click File->Open...

o Browse to database scripts directory typically (\*local_path*\iLabs\
Database\DB_ Scripts\ProcessAgent)

O

Every service must have its own Process Agent information. These tables should
exist before the service-specific tables are added to each database.

o In the ProcessAgent directory select and open the ProcessAgentTables.sqgl

o Make sure the correct database is the selected database in the dropdown at
the top - *This is very important, because the scripts will be installed in
the database specified by this pull-down menu.

o Click the green triangle “play” button to run the script

o You should see a message: “The command(s) completed Successsfully.”

o Follow the same procedure, File>Open, to open and run the
ProcessAgentProcedures.sql script.

o You should see the same message: “The command(s) completed
Successsfully.”

o Open and run the SetDefaultsPA.sgl script.

o Close SQL Query Manager and Enterprise Manager

For the Time Of Day Server, there are no process agent-specific database scripts
that need to be run.

METHOD 2: Using the SOL loader scripts:

o Open a Command Prompt window. Start -> Programs -> Accessories ->
Command Prompt.

A DOS window should open.

Change the directory to the DBscripts directory.

Type: “D:” to change the disk if you need to

Type: “cd :\*local_path*\iLabs\ Database\DB_Scripts\”

Type: “LoadTOD ilab_TOD” where ilab_TOD is the name of your database.
You should see something similar to the following with your directory path
and database name.

000000

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadTOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating TOD TO
Ddb
populating TOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call TOD_tables.bat TO
Ddb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating TOD TO
Ddb
populating TOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_TOD -i .
\Ticketing\ProcessAgentTables.sql -o TODBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_TOD -i .
\Ticketing\SetdefaultsTicketing.sql -o TODBuild.log
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D:\iLabslInteractive\iLabs_NET20\iLabs\Database\DB_Scripts>call TOD_procedures.ba
t Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo TOD Procedures: T
ODdb
TOD Procedures: 1lab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d I1lab_TOD -i .
\Ticketing\ProcessAgentProcedures.sql -o TODBuild.log
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>loadTOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating TOD TO
Ddb
populating TOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>call TOD_ tables.bat TO
Ddb

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo populating TOD TO
Ddb
populating TOD Ilab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_TOD -i .
\Ticketing\ProcessAgentTables.sql -o TODBuild.log

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d I1lab_TOD -i .
\Ticketing\SetdefaultsTicketing.sql -o TODBuild.log

D:\iLabslInteractive\iLabs_NET20\iLabs\Database\DB_Scripts>call TOD_procedures.ba
t 1lab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>echo TOD Procedures: T
ODdb
TOD Procedures: I1lab_TOD

D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>isqlw -E -d Ilab_TOD -i .
\Ticketing\ProcessAgentProcedures.sql -o TODBuild.log
D:\iLabslInteractive\ilLabs_NET20\iLabs\Database\DB_Scripts>

Web.Config
An overview of editing the web.config

Web.config is a text file containing configuration information in XML format, residing in
the root of the InterctiveTimeOfDay web site (typically in the \*local_path*\iLabs\
Services\InteractiveTimeOfDay directory). Web.config.template ships with this release.
If a web.config already exists, please delete it. Copy web.config.template and paste
the file into the same directory. Rename the copy “web.config” and edit it using

NOTE: Currently, changes made in the self-registration page are not updated in
the web.config file.

notepad. Use only fully qualified URLs in the web.config file.

<?xml version="1.0"?>

<l--
Note: As an alternative to hand editing this file you can use the
web admin tool to configure settings for your application. Use
the Website->Asp.Net Configuration option in Visual Studio.
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A full list of settings and comments can be found in
machine.config.comments usually located in
\Windows\Microsoft.Net\Framework\v2.x\Config

-->

<configuration>

<appSettings>

<l--
Interactive TimeOfDay Web.Config -->

<I--
ProcessAgent required Keys -->
<l-- THE FOLLOWING MUST BE SET FOR ALL SERVICES, used to define the service -->
<!l-- The following keys specify the WebService required Values -->
<!l-- They are used by the SelfRegistration page to generate the ProcessAgent's
Bootstrap ProcessAgent Record, which must be created before installing domain credientials -->

<add key="serviceType" value="LAB SERVER"/>

<!-- The name of the Service displayed for the user, please change -->

<add key="serviceName" value="Default TimeOfDay Server"/>

<!-- This Service's GUID You must supply a vaild GUID, see createGUID.exe, may be any string, 50 characters or less. -->
<add key="serviceGUID" value=""/>

<add key="codebaseURL" value="http://localhost/TimeOfDay"/>

<add key="serviceURL" value="http://localhost/TimeOfDay/TimeOfDayWebService.asmx"/>

<add key="defaultPasskey" value="TOD"/>

<!-- the database connection information
NOTE: You Must set the database catalog to the database name that you created as part of the instalation process -->
<add key="sglConnection" value="data source=(local);initial catalog=iLab_TOD;Integrated Security=SSPI"/>

Update the Database Name

Update the database connection variable in the web.config file to use the name you
chose when you created the database. Note the default database name is set to
ilab_TOD. If you used a different database name, update the catalog value in the key.

<add key="sglConnection”
value="data source=(local);initial catalog=i lab_TOD;Integrated Security = SSPI" />

Note: there is an mistake in the web.config file in the release ... check the database
name in the web.config file and make sure that the database name you used to create
the database matches exactly including capitalization.

Update Default Passkey

The default Pass Key is a simple string used by process agents to exchange credential
information the first time only. This can be any string you would like. We recommend
that you not change this.

<add key="defaultPasskey" value="TOD" />

Web.Config Parameters to be aware of:

serviceType LAB SERVER - Do Not Change

serviceName Lab Server unique name - Change in selfRegistration
serviceGuid This is the LSS’s Guid name - Set in selfRegistration
codebaseURL Lab Server URL - Change in selfRegistration
serviceURL Lab Server’s service URL - Change in selfRegistration
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DefaultPassKey Initial Passkey for credential exchange
sqlConnection Database name - default ilab_TOD

Test the Time Of Day Server:

o Open Internet Explorer
o Browse to http://localhost/TimeOfDay/TimeOfDayWebService.asmx

Using the http://localhost is a good way to test your service installation, but you should
also test with the fully qualified URLs in this document. The iLab architecture is
designed to use fully qualified URLs, and unexpected things can happen when using
localhost.

Self Registration

Most of the setup information like the serviceName, serviceGUID and codebaseURL will
now be entered in the web service self-registration page. This is the preferred method,
but you can also enter the information into the web.config file and it will be loaded into
the self-registration page for you to check.

Each Process Agent must have a unique GUID (Globally Unique Identifier) which will
identify this particular Process Agent to all lab servers. This GUID will be supplied to the
Lab Server(s) administrator so that the Lab Server can be configured to communicate
with this Service Broker. We use a GUID produced on with all the '{', and '} characters
stripped out. You can generate your own GUID and enter it in the web.config or use the
“Generate GUID” button on the Service Broker’s self registration page (this is the
preferred method).

TOD Self Registration

In order for process agents to exchange credentials, their information needs to be
entered into the Process Agents table. There is a self-registration webservice included
with each process agent. You cannot register a process agent until after you have
created and edited the corresponding web.config file.

o Open Internet Explorer

o Browse to http://localhost/TimeOfDay/selfRegistration.aspx

o Modify Service Name, CodeBase & Webservice URLs as needed. Please make

sure that the Service Name is unique. Be sure to use fully qualified URLs.
0 Codebase URL: http://machinename.edu/TimeOfDay
0 Web Service URL: http://machinename.edu/TimeOfDay/
TimeOfDayWebService.asmx
o If necessary, use the “Create GUID” button to generate a new GUID
o Click the Save Changes button
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KNOWN BUG: Currently, there is no CSS associated with the Time Of Day
Interactive Experiment self-registration page.
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Bootstrapping

Bootstrapping is the process of enabling the various iLab services to recognize each
other and exchange credentials.

This initial bootstrapping process will assume that you are logged into the iLab Service
Broker as a SuperUser and that all servers are in the same domain. To manage the USS
and LSS directly, you will need to be logged in as the correct management group - not
as SuperUser

This document will set up and configure the different services for the Service Broker,
and configure the Time Of Day (TOD) test lab.

NOTE: This document assumes that you will replace your computer’s name and
fully qualified URL where ever you see “machinename.edu”.

NOTE: Before beginning the bootstrapping process, any and all current security
patches and internet browser updates must be downloaded and installed.

Users and Groups

At the time of installation, the database script creates one default user and group
called “SuperUser”. This user is the Service Broker’s administrator and has full
permissions. Any user added to this group will also have full administration permissions
on the Service Broker.

In addition to the SuperUser group, you will need administrator groups for Process Agent
services such as the USS and LSS, and a management group for each user group.
Members of the administration groups will have SuperUser permissions on the specified
Process Agent; typically these are the lab or department administrators. Members of
the management groups will have control over a particular group of students; typically
these are the class TAs.

Create an administrator group for administering the Userside Scheduling Server (USS)
called USS_admin

Navigate to http://machinename.edu/ilabservicebroker

Log in as SuperUser

Click on the Users & Groups tab on the main menu of the Service Broker.
In the sub-menu, select the Administer Groups tab.

Click on the Add Service Admin Group button. A popup window should
appear.

o Enter the Group Name “USS_admin™.

Merged Service Broker Page 47 of 71 3/19/07

00000



O

Enter a Description, “Administration group for the USS”.

Enter the administrator’s contact email address.

This service does not need a request group, so do not click on Need Request
group.

This is a Administer group, so you do not need to add or change the Direct
Group Membership area.

Click on the Save Changes button. The new group should be listed on the
Administer Groups page.

Create an Administrator group for administering the Labside Scheduling Server (LSS)
called LSS_admin

Q

000D

On the Administer Groups page, click on the Add Service Admin Group
button. A popup window should appear.

Enter the Group Name “LSS_admin”.

Enter a Description, “Administration group for the LSS”.

Enter the administrator’s contact email address.

Click on the Save Changes button. The new LSS_admin group should be listed
on the Administer Groups page.

Create a management group for managing the Lab Server (LS) configurations on the
Labside Scheduling Server (LSS). In our case we will be managing the Time Of Day Lab
Server configuration on the LSS, but this group will manage all the Lab Servers using this

LSS.

On the Administer Groups page, click on the Add Service Admin Group
button. A popup window should appear.

Enter the Group Name “Manage LS on_LSS”.

Enter a Description, “Managers group for managing the Lab Servers using
the LSS”.

Enter the administrator’s contact email address.

Click on the Save Changes button. The new group should be listed on the
Administer Groups page.

Create a management group for managing the Time Of Day users group on the Userside
Scheduling Server (USS)

Q

Q
a

a
a

On the Administer Groups page, click on the Add Service Admin Group
button. A popup window should appear.

Enter the Group Name “Manage_Users_on_USS”.

Enter a Description, “Managers group for managing the Time of Day lab
users on the USS”.

Enter the administrator’s contact email address.

Click on the Save Changes button. The new group should be listed on the
Administer Groups page.

Create a group for users of the Time Of Day Experiment

Merged Service Broker Page 48 of 71 3/19/07



o On the Administer Groups page, click on the Add Group button. A popup
window should appear.

o Enter the Group Name “Experiment_Group”.

o Enter a Description, “User Experiment Group for Time Of Day Interactive
Experiment”.

o Enter the administrator’s contact email address.

o The Time Of Day Interactive Lab service does not need any additional groups,
so do not click on Need Request group or Need course Staff Group.

o Click on the Save Changes button. The new Experiment_Group group should
be listed on the Administer Groups page.

o Next, we need to give this group permission to create and store experiments.
Click on the Edit button for the Experiment_Group. A popup window will
appear.

f:'.i Edit Group - Windows Internet Explorer 100 x|
Edit Group

Group Name  |[Experiment_Group

User Experiment Group for Time Of Day Interactive Experiment =
Description

-]

Admin Centact Email |contact_name@AdminEmail.com
Meed Request Group? [
Meed Course Staff
Group?
Experiment Grants
(Specify "Read Experiment” (R), "Write Experiment” (W) or "Cenduct Experiments” (C} grants for the group and its subgroups)
Experiment_Group FrVWFC

Direct Group Membership
Available Groups Parent Groups

manbot_TimeOfDay Group ROOT

Add =

4 Remove

Associated Lab Clients

1. Name: Time of Day Interactive Client
Desc: Interactive Time of Day Client

Save Changes

o In the Experiment Grants area under Experiment_Group click on the R, W
and C boxes.

Process Agents

Process Agents are services (web servers or web service calls) that that the Service
Broker can use. Setting up a new Process Agent is a two step process. We have tried to
automate this process as much as possible to eliminate the need for human data entry.
For each Process Agent (except the Service Broker) you will need to contact the Process
Agent administrator via email and get the web services URL and an initial passkey. With
these two items (web services URL and passkey) you should be able to install domain
credentials.
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Service Broker

The Service Broker Information page can be found on the Service Broker Information tab
in the Service & Clients sub-menu. This page provides the self-Registration function for
the iLab Service Broker. Initially, this information is retrieved from the Service Broker’s
web.config file. On this page, you can create a new GUID for the Service Broker, if
needed, and edit the defaults for serverName, serviceURL, applicationURL.

If you have already modified the defaults in the Service Broker’s web.config file, you
can use this page to make sure the information is correct. Remember all URLs must be
fully qualified including protocol and actual host DNS name or IP address. These
variables that used for all communication between this service and all other services.

This information is used to create process agent credentials and can not be changed
once an external process agent is registered. Note: If you are developing and all
services will reside on the development machine you may leave the machine name as
localhost but this is not recommended. We recommend using fill qualified URLs at all
times.

If you have not already done so, register the Service Broker.
Add Service Broker’s Information to the Process Agents table.

o Click on the Service Broker Information tab.
o Modify Service Name, CodeBase & Webservice URLs as necessary. Please be
sure that the Service Name is unique. Be sure to use fully gualified URLs.
0 Codebase URL: http://machinename.edu/iLabServiceBroker
0 Web Service URL:
http://machinename.edu/iLabServiceBroker/iLabServiceBroker.asmx
o If necessary, use the “Create GUID” button to generate a new GUID and
remove the hyphens.

BUG: The Service Broker GUID needs to be 35 characters or less due to some legacy
code in the batched architecture. If you used the “Create GUID’ button to generate
the GUID, please remove the hyphens “-** from the GUID before saving.

o Click on the Save Changes button to add the Service Brokers credentials to
the Process Agents table.

Next, complete the Service Broker information in the Process Agent’s table

Click on the Services & Clients tab

Click on the Manage Process Agents tab

Use the Services pull-down menu to select the Service Broker.

Enter your University Name and Service Broker name into the description
field, if it is not already entered.
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o Enter a URL for service information in the info_URL box, if available
o Enter a contact email into the correct box.

/2 MIT iLab Service Broker - Windows Internet Explorer oy [w] ]
@_-.‘i. [&] hito: ocabhost lbsericebroker| =1 ) || ¢ | [ Live Search

Ele Edt Wew Favorites Iools Help

©

< Favories | 55 @8 Sunpested Sites @ Free Hotmail @ | Web Sice Galary -

8 MIT iLab Service Broker | | i B ¢ ) o=+ Page - Safety - Tools - @+

Merged iLab Service Broker

User: superUser  Group: SuperUserGroup

Home | My Groups | My Labs | Services & Clients | Users & Groups | Grants | Resource Mappings | Exp/Log-in Records | Messages Help | Logout

Service Broker Information ‘ Manage Process Agents ‘ Manage Lab Clients ‘ Cross-domain Registration ‘

Manage Process Agents

Add, remove or modify a Service below

Register BatchLs [~

senice [ESS: iLabs E5S El

Web Service URL |http:wmanhot.mlt edu/ExperimentStorage/ExperimentStorage.asmx

Agent GUID |39SO744D-EBBC4699-BBF4-63A400C2401B

Agent Type IEXF‘ERIMENT STORAGE SERVER

Codebase URL Ihltp fimanbot mit edu/ExperimentStorage

Senice Name I\Lahs ESS

Domain Server |\Lahs SeniceBroker

Description

Info URL [

Contact Email I

Save Changes
Remove New
Domain URLs
=
[ [ [ [ [ [ [N3iocalintranet [7a - [®ow -

o Click Save Changes. You should see a green box at the top of the page stating
that the record has been modified.

For the Service Broker, there are no additional Domain URLs that need to be entered.

Changes made from the Manage Process Agents page will NOT be reflected in the
web.config file.

Experiment Storage Service (ESS)

To add the Experiment Storage Service to the Service Broker, you will need the web
service URL and an initial passkey for the ESS. This should be exchanged via email if you
are not the owner of these services. For this document, we will assume that you are the

administrator for all services and that you will be using the default initial passkey
values.

Add the ESS to the Service Broker and exchange credentials.

o Click on the Manage Process Agents page.

o Enter ESS info (web services URL & passkey) into the correct fields. Default
Web Services URL:

http://machinename.edu/ExperimentStorage/ExperimentStorage.asmx
Default Passkey: ESS

o Click on the Install domain credentials button.
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A register web service call is made using the web services URL and initial
passkey to get the Process Agent’s information and credentials.

You should see a green message bar at the top of the page stating that a
“Relationship has been created and saved.”

Complete the information record for the ESS.

Q

a
a

You can use the description area to make notes about the process agent as
needed. Make any other necessary changes.

For the ESS, you do not need to select an Admin Group pull down list.

Click Save Changes. You should see a green box at the top of the page stating
that the record has been successfully updated.

The ESS does not need to have any Domain URLs entered.

Userside Scheduling Server (USS)

To add the User-side Scheduling Service to the Service Broker, you will need the web
service URL and an initial passkey for the USS. This should be exchanged via email if you
are not the owner of these services. For this document, we will assume that you are the
administrator for all services and that you will be using the default initial passkey

values.

Add the USS to the Service Broker and exchange credentials.

Q
Q

Associate

Q

Click on the Manage Process Agents tab

Enter USS info (web services URL & passkey) into the correct fields. Default
Web Services URL:
http://machinename.edu/UserSideScheduling/UserScheduling.asmx

Default Passkey: USS

Click on the Install domain credentials button.

A register web service call is made using the web services URL and initial
passkey, to get the process Agents information and credentials.

You should see a green message bar at the top of the page stating that a
“Relationship has been created and saved.”

the USS Administration Group with the USS.
Still on the “Manage Process Agents” page, select the “USS_admin” group

from the Admin Group pull down list. (This is the administrator group that
will manage the USS that was created earlier.)
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Merged iLab Service Broker

Home | My Groups | My Labs | Services & Clients | Users & Groups | Grants | Resource Mappings | Exp/Log-in Records | Messages
Service Broker Information | Manage Process Agents | Manage Lab Clients | Cross-domain Registration ‘

Manage Process Agents
Add, remove or madify 3 Service below

Register BatchLs

Senice |USS iLabs UserScheduling Server

Web Service URL Ihtlp /Imanbot.mit.edu/UserSideScheduling/UserScheduling.asmx

Agent GUID |04D799E453D44534929101F20FBE72E1

Agent Type |SCHEDULING SERVER

Codebase URL Ihtlp /Imanbot mit edu/UserSideScheduling

Semvice Name ||Lah5 UserScheduling Server

Domain Senver |iLah5 SenviceBroker

US5 for MIT

Description

Info URL |

Contact Email I

Admin Group |---Nn Admin Group-—

—MNo Admin Group—
LSS admin

Save Changes

Remove | Hew

Manage_LS_on_LSS
{Manage_Users_on_USS

User superUser  Group: SuperUserGroup

Help | Logout

|

[
Manage_Manbot TOD on_USS I—‘ 0 ’_l_\ ] Local intranet

[Fa - [ ®mw -

You can use the description area to make notes about the process agent as
needed. Enter “USS for your_university name” into the description area.
Click Save Changes. You should see a green message bar at the top of the

page stating that the record has been successfully updated.

Domain URLs are needed for administering and managing the USS. These URLs are
automatically generated and entered into the database. To check the domain URLSs:

o Click on the Domain URLs button. The domain URLs will be displayed in the

Existing URL area.

o For the USS, there should be three domain URLs. Administer_USS,

Manage USS_Group, and Schedule_Session
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Agent GUID

Agent Type Existing URL

Codebase URL

Tﬁke; ADMINISTER USS
Senice Name i
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Domain Server
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Type
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o Close the Domain URLs popup window.

Labside Scheduling Server (LSS)

To add the Labside Scheduling Service to the Service Broker, you will need the web
service URL for the LSS and an initial passkey. This should be exchanged via email if you
are not the owner of these services. For this document, we will assume that you are the
administrator for all services and that you will be using the default initial passkey
values.

Add the LSS to the Service Broker and exchange credentials.

o Click on the Manage Process Agents tab

o Enter LSS info (web services URL & passkey) into the correct fields.

o Default Web Services URL:
http://machinename.edu/LabSideScheduling/LabScheduling.asmx

o Default Passkey: LSS

o Click on the Install domain credentials button.

o A register web service call is made using the web services URL and initial
passkey, to get the process Agents information and credentials.

o You should see a green message bar at the top of the page stating that a
“Relationship has been created and saved.”

Associate the LSS Administration Group with the USS.
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o Select the “LSS_admin” group from the Admin Group pull down list. (This is
the administration group that will manage the LSS.)

o You can use the description area to make notes about the process agent as
necessary. Enter “LSS for your_university name” into the description area.

o Click Save Changes. You should see a green message bar at the top of the
page stating that the record has been successfully updated.

Domain URLs are needed for administering and managing the USS. These URLs are
automatically generated and entered into the database. To check the domain URLSs:

o Click on the Domain URLs button. The domain URLs will be displayed in the
Existing URL area.

o For the USS, there should be two domain URLs: Administer LSS and
Manage Lab.

o Close the Domain URLs popup window.

Time Of Day Lab Server (LS)

To add the Lab Server to the Service Broker, you will need the web service URL and an
initial passkey for the Lab Server. This should be exchanged via email if you are not the
owner of these services. For this document, we will assume that you are the
administrator for all services and that you will be using the default initial passkey
values.

Add the ToD Lab Server to the Service Broker and exchange credentials.

o Click on the Manage Process Agents tab

o Enter LS info (web services URL & passkey) into the correct fields.

o Default Web Services URL:
http://machinename.edu/TimeOfDay/TimeOfDayWebService.asmx

o Default Passkey: TOD

o Click on the Install domain credentials button.

o A register web service call is made using the web services URL and initial

passkey, to get the process Agents information and credentials.
You should see a green message bar at the top of the page stating that a
“Relationship has been created and saved.”

O

Associate the LSS and management group with this Lab Server.
o Select the LSS to associate with this Lab Server from the pull-down list
o Select a Management group (Manage LS on_LSS) from the pull-down list
o Click the Associate button

The Lab Server does not need an Admin Group nor does it have any Domain URLs

entered.
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Time Of Day Lab Client

Lab Client Record
Create a Time Of Day Lab Client record.

o Click the Manage Lab Clients tab.
o Lab Client Name: Time Of Day Interactive Client
o Click the Make Guid button to generate a new GUID for this client. GUIDs can
not be changed once the client record is saved.
o Version: 1.5
o Short Description: Interactive Time Of Day Client
o Long Description: Interactive Time Of Day Client with elephant image.
o Contact First Name: Your Name
o Contact Last Name: Your Name
o Contact Email: your@email _address
o Click on the box next to Needs Scheduling
o Click on the box next to Needs ESS
@& mMIT iLab Servics Broker | | Zh - B - 0 o= - page~ Safety - Took - @@~
Manage Lab Clients B
Add, remove or modify a lab client below.
Lab Client [Time of Day Interactive Client =l Asscciated Lab Servers
Lab Client Name ITlmE of Day Interactive Client 1. g:g‘j: iLabs TimeODay Server
hitp:i/manbot.mit eduTimeOfDayTime OfDayWebSerice @
Client GUID |1F;,;4EE4L=J‘:ZJFE'1CEECECJ;MEJJHZ
Version |1 5 M
Short Description I\meraclwe Time of Day Client
Interactive Time of Day Client with elephant image =]
Long Description
|
Contact First Name |Cnmachirsﬂ-Jama
Contact Last Name |CnmaclLaall~lame
Contact Emall [contact_name@AdminEmail cor
Documentation URL | ﬂ
N-Jtes|
Client Type [interactive Redirsct =
nttp://manbot.mit.edu/TimeCfDay/Redirect.aspx =
Loader Script
=
- ¥ [iLabs ESS = Dissociate
Needs Scheduling ~ I\La\:s UserScheduling Server j Dissociate
Additional Lab Client Links o
Hame URL URL Description
Associate Groups | AddiEdit Links |
Save Changes Remove M . ;l

o Click Save Changes
o You should see a green message bar at the top of the page stating that the
Lab Client has been added.”

Client Loader Script

The Time Of Day Interactive Client is an HTML redirect client. Make sure to use fully
qualified URLs.

Merged Service Broker Page 56 of 71 3/19/07



Set up the Client loader scripts.

You should still be on the Manage Lab Clients page.

a
from the Client Type pull-down list.
o
into Loader Script area.
o Click Save Changes
o

record has been modified.

Associate the Lab Server

You should still be on the Manage Lab Clients page.

Associate the Time Of Day Lab Server with the Time Of Day Client.

On the Time Of Day Interactive Clients page, select “Interactive Redirect”

Enter the redirect URL “http://machinename.edu/TimeOfDay/Redirect.aspx”

You should see a green message bar at the top of the page stating that the

Click the Edit List button under Associated Lab Servers in the upper right

In the popup window, notice the Time Of Day Server web service URL in the

a

column. A popup window will appear.
0

left hand box labeled Available Lab Server.
0

(@M iLab Service Broker

Select the Time of Day Lab Server web service URL so it is highlighted, then
select the Add >> button.

~ [0 - () o - Pagev Safety - Toos - @+

| | )

User superUser Group: SuperUserGroup

Merged iLab Service Broker

Client GUID |IFAA4DBAB49C4F0186
ersion |1.5
Short Description |Interactive Time of Day (

Interactive Time |
Long Description

Contact FirstName |ContactFirstlame

Lab Client Name [Time of Day Interactive ( T ————————

Home | My Groups | My Labs | Services & Clients | Users & Groups | Grants | Resource Mappings | ExpiLog-in Records | Messages Help | Logout
Service Broker Information | Manage Process Agents ‘ Manage Lab Clients ‘ Cross-domain Registration |
Manage Lab Clients
Add, remove or modify a 1ab client below
Lab Client [Time of Day Interactive Client =l Associated Lab Servers
o [m]

Associated Lab Servers for Lab Client
Time of Day Interactive Client

Add, remove, or recrder associated 1ab servers below
Mote: Lab servers associated on this page will be automatically given “uselabserver” grants for any agent that has 3

uselabclient” grant for this 1ab client.
Reorder

Associated Lab Servers

Available Lab Servers

Contact LastName |ComactLastName

Contact Email |contact_name@AdminE

Documentation URL

Notes
Client Type |Interactive Redirect

htep://manbot.mit

Add = upt
4 Remove Down

Save Changes

| http:/manbot. mit.edu/TimeODa

\WebSericed

MNeeds Scheduling

Loader Script
=
Nesds ESS W |\La|:s ESS j M
~ |\La|:s UserScheduling Server j M

o Click the Save Changes.
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Q

The Time Of Day Lab server should now appear in the blue box labeled
Associated Lab Servers.

Associate the ESS and USS

The Time Of Day experiment uses both the USS and the ESS. Before the experiment can
be run, the USS and the ESS must be associated with the client.

Q

Q
a

From the Manage Lab Clients page, use the Needs ESS pull-down list to
select which ESS this client will use.

Click the Associate button.

You should see a green message bar at the top of the page stating that the
record has been successfully associated.

Use the Needs Scheduling pull-down list to select which USS this client will
use.

Click the Associate button.

You should see a green message bar at the top of the page stating that record
has been successfully associated.

Associate Groups
Associate the Time Of Day Interactive client with the user and management groups.

Q

Q

Q

Click the Associate groups button at the bottom of the Manage Lab clients
page.

The Time Of Day interactive client should already be selected.

The associated services (USS, ESS, Lab Server) should contain the correct
information.

Select the group that will use this client. In this case, select the
Experiment_Group from the pull-down list.

Use the pull-down list to select the management group for the
Experiment_Group. In this case, select the Manage Users_on_ USS group.
Click the Save Changes button. The associated groups and manager should
now be listed.

A green bar should appear at the top of the window indicating a successful
update.

Close the popup window and return to the Manage Lab Clients Page.

Create a Test User
You will need a new user for testing.

Create a test user.

Q
Q

Click the Users & Groups Tab.
Click the Manage Users tab.
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Q

a
a

Enter the user information for a test account. Use any username, information
and password that you want.

Select the Save Change button.

A green bar at the top of the page should indicate that you have successfully
created a new user.

Group Membership
Now that there is a test user, it needs to be given the correct group memberships. For

testing pu

rposes, the user needs to be part of five groups.

Add the user to the LSS_admin, Manage LS on_LSS, USS_admin, Manage _Users_on_USS,
and Experiment_Group groups.

a
a

Home | My Groups
lManage Users | Adm

Merged |Lab Service BI‘OkeI’ User. superUser Group: SuperUserGroup

Group Membership

Add or remove group memberships by selecting at least one user or group and at least one new target group to contain the selected user or group

Search by username or groupname Instructions

Users and Groups Target Groups

Click the Group Membership Tab.

In the left hand “Users and Groups” tree, click the + sign next to the
NewUserGroup.

You should see your test user listed.

Click on your test username to highlight it.

In the right side “Target Groups” tree, select LSS _admin group

My Labs | Services & Clients | Users & Groups | Grants | Resource Mappings | Exp/Log-in Records | Messages

inister Groups ‘ Group Membership

ﬂ Selectthe user/group you want to transfer fram
“Users and Groups” box. Selectthe group you
want te move it under from the “Target Groups™
box. Click the Copy/Move button.”

& filrooT

B Dnewise

® [(uss_zd

& [CImanbot_Time0fbay_Groun [Edmanbot_Time0fDay_Group

,_9. [E)0rphanadUzarGrous
[2orphanaduserGrou [DsuperuserGroup
# [S)superUzarGrou; [EIuss_=dmin

= fiirooT =l

IExperimen t_Group
be

IEManz _on_LSS
Emznz.
IEmManz,

rGroup IDnevilserGroup

Click on the Move To -> button

In the left hand *“Users and Groups” tree, the test user should now appear
under the LSS_admin Group.

Click on the test username under the LSS_admin group

Click on the right side “Target Groups” tree, select Manage LS on_LSS group
This time select the Copy To -> button.
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Q

Q

Repeat this process and copy the test user to the Manage_Users_on_USS
group, the USS_admin group, and the Experiment_Group.
You should now be in 5 groups.

Setup Time Of Day Experiment
Log out of the SuperUser account and log in as your test user.

Manage USS
Manage the TimeOfDay users on the USS

Q

O

ocoo0o0o00o0o0o0o

Select Manage_Users_on_USS as your group.
In the Service Administration page, use the - Select Process Agent - pull
down list to select your USS.

Click the USS Manage Group button

The User Side Scheduling Server should load.
Click on the Policy Management tab.

Use the pull down list to select the Experiment
The group should automatically fill in.

Enter the Minimum Time Required: 1

Enter the Maximum Reservation Time: 5

Click the Save Changes button

Click the Back to Service Broker tab.

Click on the My Groups tab.

Manage LSS
Manage the TimeOfDay server on the LSS

0000 O

O

Q

Select Manage_ LS on_LSS as your group.

In the Service Administration page, use the - Select Process Agent - pull
down list to select your LSS.

Click the Manage Lab button

The Lab Side Scheduling Server should load.

Click on the Experiment tab.

Select the Lab Client “TimeOfDay Interactive Client, 1.5 from the list on the
left.

The client information should automatically populate the fields.

Update the fields as follows:

« Enter Minimum Time (min): 1

. Enter Prepare Time (min): O

. Enter Recover Time (min): 1

. Enter Early Arrive Time (min): O

Click the Save Changes button.

Click on the TimeBlocks tab.
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Click New.

Use the Lab Server Resource pull down list to select your Time of Day Server.
In Recurrence Type: select Single Block

In the Date Span field, use the calendar icons to set the Begin Date and End
Date.

Set the Quantum to 1

Leave the Start Time set to 12:00 AM

Change the End Time to 11:59 PM

Click Save

000 o N R Wy

O

In the TimeBlock tab, select the time block you just created.

o In the left column of the Select Experiment block, select the TimeOfDay
Interactive Client

o Click on the Permit button

/2 MIT iLab Service Broker - Windows Internet Explorer
@@v [&] titpocahostjiisbservicebroker =l B [[#2) [ x| |82 Live search

Fle Edt Wew Favortes ook Help

7 Favorites ‘ o5 @8 suggested Sites ~ @ | Free Hotmail @ | Web Slice Gallery: =

(& WIT ILab Servics Broker | | Y- Bl - [ = - Page~ Safety - Took - @@+

B

Manage Time Blocks

Create, madify or delete recurring time blocks.

Times shown are Local LSS time UTC -4

Select an time block
iLabs TimeOfDay Server: 6/23/2009 12:00:00 AM — 7/9/2009 12:00:00 AM SingleBlock: 00:00:00 — 00:00:00

Remove | New

Select Experiment Permitted Experiment(s)

Time of Day Interactive Client. 1.5

UnPermit

Select Group Permitted Groups(s)

i %] Local intranet a - [®00w -
I ™Y =’ [7 - |

o A green bar at the top of the page should state that permissions have been
granted to the experiment.

o In the left column of the Select Group block, select the Experiment_Group

o Click on the Permit button

o A green bar at the top of the page should state that permissions have been
granted to the group.

o Click the Back to Service Broker tab.

o Click on the My Groups tab.
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The following experiment is just for confirmation of a clean install, no administration or
configuration is needed.
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Running the Time Of Day Experiment
Make sure that you have logged out of the SuperUser account and log in as your test

user.

Scheduling and Running the Time of Day Experiment

0000

Select Experiment_Group as your effective group.
From the My Labs page, click on the Schedule/Redeem Session button.

In the scheduling window, the highlighted date should be set to today.

Click on today’s date in the calendar area - if your browser has popup blocker

turned on, you will need to hold the ctrl-key down and click on the date.

O

In the scheduling popup window, the available times are identified in green

and the reserved times are red. Click on the first green area.

/- MIT iLab Service Broker - Windows Internet Explorer

@“ )@ | 2] hitpsiflocathostilabservicebroker

Fle Edt Wiew Favortes Tools  Help

¢ Favorites | o @ suggestad Sies » @ Free Hotmal € | web Slice Gallery =

@ MIT iLab Service Broker | |

Scheduling for Time of Day Interactive Client

Select the date that you would like to schedule a reservation.

Times shown are GMT: -4

Select the day you would like to reserve time.
= June 2009 =

Sun Mon TueWed Thu Fri Sat

Please select the general starting time of the

reservation.

Times are GNT -4

Minimurm time required: 00:01:00
Maximum time allewed: 00:05:00

Available Times Reservation Details

User Side Scheduiing Server userTestUser Group: Experiment_Group

6/29/2009 | selectine general start time period fram the availible

31 1 2 3 4 5 B :-timesnntha\en

i 8 9 10 11 12 13 1pn Selectthe exact starting time from the dropdown list

below.

14 15 16 17 18 19 2 Selectthe duration of the request

21 22 23 24 25 26 271 2w Iake the reservation by clicking the button.

28[29]30 1 2 3 4 - StartTme[ &
PH|

5. B f 8 9 i0 11 Duration [ =] (hhmm)
4v

The reservations you have made for this experiment:
5 o Close
6 p1
7 p1
8pn
9pn

2 10 P11
Redeem Reservation ‘ Remove Reservation
Back To Service Broker

[TE[ T [ [ [ N3tocalintranet [Fa - [®iew ~ 2

o In the Reservation Details area, use the Start Time pull down to select your
start time and the Duration pull down to select your reservation length. In
this case select 5 minutes for your duration.

o Click on the Make Reservation button.

o You will see a message in a green bar at the top of the window that says “The
reservation is confirmed successfully”.

O

Click on the Close button
o The reservation should appear in the reservation window.

BUG: There is an occasional issue in the Firefox browser and the reservation does
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not automatically appear in the reservations box area. Use the *““Back to Service
Broker” button, then the Schedule/Redeem Session button. Your reservation should
appear. This is an inconsistent bug and has not been tracked down yet.

o Click on the reservation to highlight it.

o Click on the Redeem Reservation button.

o Depending on the computers clock a small green bar may appear at the top of
the page letting you know how long until the reservation is valid. If this

happens, wait the allotted time and click the Redeem Reservation button
again.

o On the My Labs page, click the Launch Client button.
o The Time Of Day Interactive Lab Client will load. (not very exciting)
o Click on the Get Time of Day Button.
o The date and time is returned and a blob is stored in the database with the
Date and Time.
o Click the Request Blob Access button to see the elephant image with
the Date and Time stamp. (Cute Elephant!)
PR =T
@E" [i&] hitoitocainost; Iabservicsbraker =l B[4 ]| | [ Live searen P
o Favorites | o, @ suggested Sites = @) Free Hotmall @ | Wb Sice Galery =

{8 MIT iLab Service Broker | | i - B - ) o= - page~ Safety - Tools - @h-

Interactive Time Of Day Client

== Back To SB

Get Time Of Day

6/29/2009 1:2225 PM

Request Blob Access

TIME-OF-DAY!!

6/29/2009 1:22:25 PM

o Use the Back To SB link to return to the Service Broker.
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Setting Up Batched Experiments

In this example, we will be setting up the MIT Microelectronics Weblab experiment, but
the process is the same when setting up any batched experiment. Unlike the interactive
services, in batched experiment registration there is no automatic registration process.

Before beginning the registration process for a batched experiment, you will need to
contact the experiment administrator and make arrangements to use the experiment. In
this case, please email Jim Hardison (weblab@mit.edu). Please be sure to include the
following information in your email:

The name of your Service Broker

Your Service Broker’s GUID

Your Service Broker’s web service URL

An incoming passcode (this can be a GUID or just a password string)
Contact information

The Lab server administrator, in this case, Jim, will use this information to create a
Service Broker account on the lab server for you to use. He will send you back an
outgoing passcode that you will need to create the lab server entry on your service
broker.

Create a Batched Lab Server Record

Log in to the Service Broker as SuperUser.

Navigate to Services & Clients on the top navigation bar

On the Manage Lab Clients page, click on the New button at the bottom of the
page to clear the page form.

Click on the Register Batched LS box at the top of the form. Notice that the
Agent type has been entered as BATCH LAB SERVER

Enter the following information into the web form:

Q
a
a

o

O O0OO0O0O0O0

(0}
(0}

Web Service URL: This is the location of the Lab Server’s web service.
Type https://weblab2.mit.edu/services/WebLabService.asmx
Agent GUID: a7aa3c00d7404c63858ff4832b4217ed

Incoming Passcode (this is the passcode you sent to Jim)

Outgoing passcode (this is the passcode that Jim sent to you)
Codebase URL: https://weblab2.mit.edu

Service Name: Microelectronics WebLab 6.1

Description: The MIT microelectronics device characterization weblab Lab
Server.

Lab Info URL: http://weblab.mit.edu

Contact Email: weblab@mit.edu

o Click the Register Lab Server button
o You should see a green message bar at the top of the page that says: “Lab Server
Microelectronics WebLab 6.1 has created and saved”

Passcodes: Passcodes are the strings used by the batched Lab Server to
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communicate with the Service Broker. Passcodes are only used in Batched labs.
Passcodes are not the same as passkeys specified in the web.config files.

Create a Lab Client Record

o From the Servers & Clients menu, click the Manage Lab Clients Tab from the
submenu.
o If needed, click on the New button at the bottom of the page to clear the page
form.
o Enter the following information into the web form:
o Lab Client Name: MIT Microelectronics WebLab Client
Click on the Make GUID button.
Version: 6.1
Short Description: MIT Microelectronics WebLab Graphical applet
Long Description: The standard MIT Microelectronics WebLab Graphical
applet configured to interface to the WebLab 6.1 server.
Contact First Name: Jim
Contact Last Name: Hardison
Contact Email: weblab@mit.edu
Documentation URL:
http://weblab2.mit.edu/docs/weblab/v6.1/manual/index.htm
o Client type: Batched Applet
0 Check the Needs ESS check box.
o Click Save Changes
o You should see a green message bar at the top of the page that says: “Lab Client
WebLab Client has been added.”

O O0OO0Oo

O O0OO0Oo

Client Loader Script
This is crucial part of the Lab Client Record, responsible for the following:

e Name and location of the Client (a Java applet compiled into a Jar archive)

e The URL of the Service Broker’s web service. This web service contains
“passthrough” methods. The Lab Client will invoke a passthrough method on the
Service Broker, which will in turn invoke a corresponding method (one with
exactly the same name) on the Lab Server.

e The GUID (a.k.a. Lab Server ID) of the Lab Server that the Service Broker will
communicate with when its passthrough methods are called.

o Copy the loader script from the example below, and paste it into the Loader
Script box on the Manage Lab Clients page

o Replace the text that reads [YOUR HOST NAME HERE] with your host name (e.qg.
“somemachine.myschool.edu”).

o Click the Save Changes button at the bottom of the screen when finished.

o You should see a green message bar at the top of the page that says “Lab Client
WebLab Public Client has been modified”
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<APPLET
height=1 width=1 archive="
http://weblab2.mit.edu/client/v6.1.3g/signed Weblab_Graphical.jar"
code="weblab.client._graphicalUl .GraphicalApplet”
>

<PARAM NAME="'serviceURL" VALUE="http://[YOUR HOST NAME
HERE]/ServiceBroker/Services/ServiceBrokerService.asmx'>

<PARAM NAME="labServerID" VALUE="a7aa3c00d7404c63858Ff4832b4217ed">
<PARAM NAME="helpURL"
VALUE="http://weblab2.mit.edu/docs/weblab/v6.1/manual/index.htm">

</APPLET>

o Click Save Changes
o You should see a green message bar at the top of the page: “Lab Client WebLab
Client has been updated.”

Note: If you intend to log in from a browser on the Service Broker machine using
“localhost” in the URL, you must specify localhost as the host in the serviceURL
parameter. If you intend to log on from a remote machine, you must change the
serviceURL parameter in the loader script to contain machine’s external URL.
Leaving “localhost” in the applet tag when logging in remotely using the real
hostname is a common cause of failure. In that case, the WebLab client will return a
“failed to load lab configuration” error message.

Associate the Lab Server
You should still be on the Manage Lab Clients page.

o Associate the Microelectronics WebLab Batched Lab Server with the MIT
Microelectronics WebLab Client.
o Click the Edit List button under Associated Lab Servers in the upper right
column. A popup window will appear.
o In the popup window, notice the Microelectronics WebLab web
service URL in the left hand box labeled Available Lab Server.
o Select the Microelectronics WebLab web service URL so it is
highlighted, then select the Add >> button.
o Click the Save Changes.
o The MIT Microelectronics Lab server should now appear in the blue box
labeled Associated Lab Servers.
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Associate the ESS

o The MIT Microelectronics Experiment uses only the Experiment Storage Server
(ESS). Before the experiment can be run, the ESS must be associated with the
client.

o From the Manage Clients page, use the Associate ESS pull-down list to
select which ESS this client will use.
o Click on the Associate button.

Associate Groups

o Associate the Microelectronics WebLab client with a user group.
o Click on the Associate groups button at the bottom of the Manage Lab
clients page.
o0 The Microelectronics WebLab client should already be selected.
0 The associated services (USS and Lab Server) should contain the correct
information.
o0 Select the group that will use this client. In this case, select the
Experiment_Group from the pull-down list.
0 Batched experiments do not need a management group.
o Click on the Save Change button. The associated groups should now be
listed.
o A green message bar should appear at the top of the page indicating a
successful update.
o Close the popup window and return to the Manage Lab Clients Page.

Check Grants

The authorization mechanism in iLabs requires that there be a grant to use each
resource controlled by iLabs. For our sample lab to work, we will need our WebLab
Group to have a “useLabServer” grant on the Microelectronics WebLab 6.1 Lab Server,
and a “useLabClient” grant on the WebLab Public Client. The useLabServer grant was
just created, when the Microelectronics WebLab 6.1 Lab Server was associated with the
WebLab Group. We’ll see how that looks on the Grants page.

R Wy

O

Q

On the top navigation bar, click Grants

In the Users and Groups box on the left, click once on Experiment Group

In the Functions box in the middle, click once on useLabServer

Beneath the Qualifiers box on the right, there are three buttons. Click on View
Grant

In the Qualifiers box, the entry for Microelectronics WebLab 6.1 Server should
now be red.

Making sure that Experiment Group is still selected in the Users and Groups
box, click once on useLabClient in the Functions box

In the Qualifiers box, click once on MIT Microelectronics WebLab Client
Click the View Grant button

If you click the View Grant button with Experiment Group and useLabClient
selected, the MIT Microelectronics WebLab Client should turn red, indicating
that the grant already exists.

If not, click the Add Grant button
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You should see a green message bar at the top of the page that says: “The grant
{WebLab Group, useLabClient, WebLab Public Client} was successfully added.”
If you click the View Grant button with Experiment Group and useLabClient
selected, the MIT Microelectronics WebLab Client should turn red.

MIT Certificate

The WebLab web service runs over a Secure Sockets (SSL) connection. Therefore, your
Service Broker is required to have the MIT Certification Authority certificate installed
in its Trusted Root Certification Authority store. Here is how to obtain and install the

certificate:
o Go to http://web.mit.edu/is/topics/certificates/
o Under Get Certificates Now, click on Get MIT CA (Certificate Authority)
o Save the file mitca.cer to your hard drive
o Create a Certificate Microsoft Management Console (MMC) Snap-in. Start-

L I I Iy Iy Iy Iy Iy I I I I I I A

S W Ay

>Run...mmc

File->Add/Remove Snap-In

Click the Add... button

Select Certificates

Click the Add... button

Select Computer account

Click Next>

Select Local Computer

Click Finish

Click Close

Click OK

Expand Certificates (Local Computer)

Right-click Trusted Root Certification Authorities

All Tasks->Import...

Next>

Browse to the location where you saved mitca.cer

Select mitca.cer, and click Open

Next>

Make sure Place all certificates in the following store is selected, and that
Trusted Root Certification Authorities appears in the box. If it does not, click
the Browse button and correct it.

Next>

Finish

OK

The Certificates console is a handy thing to keep on your machine. To save it so
that you can open it without having to add the Certificate snap-in again, click
File->Save As, type Certificates.msc in the box, and click Save. It should now
appear as an option in Start->All Programs->Administrative Tools

Close the Certificate MMC Console.

Reboot the machine
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Running the Experiment

Q
a

Log in to the Service Broker as the user you created
Following login you should see the My Labs page, which should contain one Lab
Client, the WebLab Client (Note: if you are a member of more than one group,
you will have to select the WebLab Group link first before you get to this page)
Click the Launch Lab button
o Note: if you do not see the Launch Lab button, check the following:
= User is in the WebLab group
= WebLab group has useLabServer grant on the Microelectronics 6.1
Lab Server
= Weblab Group has useLabClient grant on the WebLab Public Client
A Warning - Security box should pop up. Click Yes
A new screen - the Java Client - should load
o If the screen does not load, check the Java Console Messages. In the
system tray, at the lower right near the clock, look for the Java icon (a
blue and red steaming coffee cup). Right-click on the icon, and select
Open Console
o Scroll down and look at the messages. If there is a problem, chances are
that either the client classes didn’t load properly into the virtual machine
(in which case there will be a stack trace), or that there was something
wrong with a parameter on one of the Web Service calls. In that case, look
at the SOAP messages from the Web Service calls that have been passed
from the client to the Service Broker, along with the responses. If you see
the term “SOAP Fault” in a response, that should point to the problem.

Lab Client

Q

If everything is working, you should see a rudimentary circuit diagram in the
upper window. If things are not configured correctly, you will get a message that
says Failed to Retrieve Lab Configuration. If that happens, check to make sure
the following is done:

o MIT Certificate is on your machine

0 Lab Server GUID is correct on the Lab Server record

o Service Broker ID is in the correct place in web.config

o Service Broker ID is correct and has been keyed into the WebLab
Administrative Interface by the WebLab Administrator
Lab Client Loader script has the correct serviceURL
o Lab Client Loader script has the correct Lab Server ID (should be the same

as the Lab Server GUID in the Lab Server record

o

o For information on how to submit experiments to Weblab, please see

http://weblab.mit.edu
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Troubleshooting

Grants

Currently, the bootstrapping process does not automatically give the managers of the
LSS the correct permissions to manage the lab server on the LSS. This will be fixed in
the next release.

o Give the Managers of the LSS permission to manage the LS.

(0}
o

o
o

@]

Click on the Grant tab in the main menu.

In the Users & Groups tree on the left side, click on
Manage LS on_LSS group to highlight it.

Under functions, click on Manage Lab.

Under Qualifiers, select the resource mapping between the Interactive
Lab Sever and the LSS; Look for a resource mapping where the Process
Agent: ILS and the ResourceType: LSS

Click the Add Grant button.

A green message bar should appear at the top of the screen indicating
a successful update.

Note: You may get this error message: “Unable to find script library

‘/aspnet_client.. WebUIValidation.js’ If you see this, do the following:

O O0OO0Oo

Open a command prompt with Start->Run-CMD

Type CD\Windows\Microsoft.NET\Framework\v1.1.4322

Type aspnet_regiis -Cc

You should see a message that says “Start copying the ASP.NET client side

script files for this version (1.1.4322.0)...Finished copying the ASP.NET
client side script files for this version (1.1.4322.0)

@]

Type Exit to close the command prompt

o0 Click OK on the “Unable to find script library’” error message
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