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Outline

• Using Infoprotect – where can I store my data?
• Working toward NSPM-33 and NIST 800-171 

compliance – 3 topics
• Vulnerability Management
• Remote Access
• Security Awareness Training 



InfoProtect.mit.edu: Data Classification

Low
• Basic data hygiene
• Mitigate ransomware and phishing attacks

Medium
• Responsible data stewardship
• Configuration management, data retention, physical protection

High
• Safeguarding regulated data
• Secure destruction, encryption, regulations

A flexible framework that enables DLCs to appropriately secure MIT information 
according to level of risk posed by loss of confidentiality, integrity or availability



Where can I store that?

• What risk level is the data? 
• Review Infoprotect.mit.edu tasks for Application and Server
• For Low and Medium Risk information – generally all centrally provided 

platforms are acceptable
• For High Risk information:

• “Use file level encryption when sharing files on platforms like email, 
Dropbox, Slack. Encryption keys must be shared via another 
method.”
• KB “Encrypting a file before Sharing” – Veracrypt, Cryptomator
• Save the password in a password manager

• What about this free online survey tool?
• Consider the lifecycle of the data, what happens when people leave
• “Information Protection at MIT” course in Atlas



Remote Access

• RDP, VNC, SSH, etc. 
• Remotely log in to a machine, via a console or graphical 

desktop. Could be a server on a public IP or a workstation 
within a private network

• Threats:
• Vulnerabilities in protocols (Bluekeep)
• RDP is the most popular initial ransomware attack vector
• Insecure protocols – DDoS, poor encryption, etc
• Password guessing/compromised credentials

• Retain cybersecurity insurance
• Previous insurer actively scanned for RDP before 

renewal. Consistently comes up as a key issue.



Remote Access

NSPM-33 NIST 800-171 Infoprotect
• Monitor, control, and protect 

organizational communications 
(i.e., information transmitted or 
received by organizational 
information systems) at the 
external boundaries and key 
internal boundaries of the 
information systems.

• Limit information system access to 
authorized users, processes acting 
on behalf of authorized users, or 
devices (including other 
information systems).

• Control any non-public 
information posted or processed 
on publicly accessible information 
systems

• Monitor and control remote 
access sessions.

• Employ cryptographic 
mechanisms to protect the 
confidentiality of remote access 
sessions.

• Route remote access via managed 
access control points.

• Use multifactor authentication for 
local and network access to 
privileged accounts and for 
network access to non-privileged 
accounts

• Utilize multi-factor authentication 
for remote access.

• Utilize multi-factor authentication 
for remote interactive user and 
administrator logins

• Use vendor supported 
applications and operating 
systems.

• Do not reuse passwords for 
multiple services. 

• Do not use your Kerberos 
password for non-Kerberos 
enabled system

• Information at this level is 
transmitted over an encrypted 
connection.



Remote Access Best Practices

• All systems patched
• Restrict remote access ports by IP via host firewall
• MIT VPN ranges

• Use MFA (VPN also gets you this)
• Limit access by authorized user or group
• Research best practices for your solution
• Most recent version, secure configuration

• Don’t reuse passwords
• Jump Box



Vulnerability Management

NSPM-33 NIST 800-171 Infoprotect
• Identify, report, and correct 

information and information 
system flaws in a timely 
manner.

• Identify, report, and correct 
system flaws in a timely 
manner.

• Scan for vulnerabilities in 
organizational systems and 
applications periodically and 
when new vulnerabilities 
affecting those systems and 
applications are identified.

• Remediate vulnerabilities in 
accordance with risk 
assessments

• Configure automatic 
download and application of 
software and operating 
system updates. 

• Stay informed of available 
patches

• Perform regular network 
vulnerability scans. Contact 
your departmental IT 
administrator or 
security@mit.edu for 
assistance.



Cybersecurity and 
Infrastructure 
Security Agency

Common Vulnerabilities 
and Exposures 
CVE ID - A unique, 
alphanumeric identifier

Known Exploited 
Vulnerabilities Catalog – List 
of vulnerabilities with a due 
date for remediation 

Binding Operational Directive 
BOD 22-01 – Requires Federal 
agencies to remediate 
vulnerabilities by the due date

https://www.cisa.gov/about/contact-us/subscribe-updates-cisa



Example Known Exploited Vulnerability 
Bluekeep CVE-2019-0708

According to Microsoft, an attacker can 
send specially crafted packets to one of 
these operating systems that has RDP 
enabled. After successfully sending the 
packets, the attacker would have the ability 
to perform a number of actions: adding 
accounts with full user rights; viewing, 
changing, or deleting data; or installing 
programs. This exploit, which requires no 
user interaction, must occur before 
authentication to be successful.
BlueKeep is considered “wormable” 
because malware exploiting this 
vulnerability on a system could propagate 
to other vulnerable systems; thus, a 
BlueKeep exploit would be capable of 
rapidly spreading in a fashion similar to the 
WannaCry malware attacks of 2017.



Checking Tenable Plugins
Known Exploited Vulnerability Bluekeep CVE-2019-0708

Filtered by CVE and 
Tenable Product (Nessus)

https://www.tenable.com/plugins

We can see what Plugins 
Tenable has available to 
detect this CVE

https://www.tenable.com/plugins


Creating an Advanced Active Scan Policy 
Using Tenable’s Security Center
Known Exploited Vulnerability Bluekeep CVE-2019-0708



Using the Policy to Create an Active Scan 
Using Tenable’s Security Center
Known Exploited Vulnerability Bluekeep CVE-2019-0708



Using Tenable’s Security Center
Searching Scan Results
Known Exploited Vulnerabilities non-IS&T



Vulnerability Scanning with 
Tenable Security Center
• Network Vulnerability Scanning (Nessus) 

• Static IPs

• Request an account from security@mit.edu. 
• List of Kerberos IDs of those needing to scan 
• List of IP addresses they should have access to scan

• KB: Vulnerability Scanning with Tenable Security Center at MIT

• Subscribe to CISA alerts and updates to the Known Vulnerabilities List on 
the CISA website



Security Awareness Training
NSPM-33 NIST 800-171 Infoprotect
• Provide regular cybersecurity 

awareness training for 
authorized users of 
information systems, including 
in recognizing and responding 
to social engineering threats 
and cyber breaches

• Provide training to relevant 
personnel on research 
security threat awareness and 
identification, including 
insider threat training where 
applicable…. In addition to 
periodic training, research 
organizations should conduct 
tailored training in the event 
of a research security incident.

• Ensure that managers, 
systems administrators, and 
users of organizational 
systems are made aware of 
the security risks associated 
with their activities and of 
the applicable policies, 
standards, and procedures 
related to the security of 
those systems.

• Ensure that personnel are 
trained to carry out their 
assigned information 
security-related duties and 
responsibilities.

• Provide security awareness 
training on recognizing and 
reporting potential indicators 
of insider threat.

• Train all users with access to 
ensure understanding of their 
responsibilities with regard to
handling information.

• Train all users with access to 
ensure awareness of the risks 
to information and data



Security Awareness Training 
Resources – SANS Courses

• Available in Atlas under “Community 
Safety & Security”

• Awareness I: IT Security 
• Understanding common security risks, social 

engineering, email attacks, password 
protection, mobile device safety, and hacking.

• Awareness II: IT Security
• How to enhance your cyber security when 

working remotely, traveling internationally, 
using social networks, and handling Personal 
Identifiable Information (PII) as well as Federal 
Personally Identifiable Information (FPII). It will 
also provide you with opportunities to practice 
your knowledge on the topics covered.

• Can be assigned to your dept, contact 
training@mit.edu



Security Awareness Training 
Resources – KnowBe4 Library

• Available at 
training.knowbe4.com 

• Login with Kerberos
• Click on Name in upper 

right and choose “My 
Training”

• Security Awareness 
Foundations (25 min)

• Phishing Foundations 
(15 min)



• Specify group

• Duration

• Template Category
• Randomize Templates

• Difficulty
• Landing Page

• Track “Clickers”

Security Awareness Training
Phishing Simulations with KnowBe4



Security Awareness Training
Phishing Simulations with KnowBe4
One of these is from KnowBe4



Security Awareness Training
Phishing Simulations with KnowBe4
Sample landing page



Report Phishing with the Phish Alert Button
KB: Reporting Phishing Email



Security Awareness Training
Phishing Simulations with KnowBe4
Viewing phishing campaign results

If folks use the Phish 
Alert Button, it will 
show up as ”reported” 
in the stats and they 
will also receive 
immediate feedback 
that they reported a 
phishing campaign



Security Awareness Training
Training Campaign with KnowBe4

Choose the group – can 
use the “Clickers” group 
from a phishing 
campaign

Choose the content –
many courses available in 
the KnowBe4 ModStore



Security Awareness Training
Training Campaign with KnowBe4



Security Awareness Training
Getting Started with KnowBe4
• KB “DLC phishing and security awareness training” 

Create two moira groups with the following naming 
convention
• admin group = dlcname-kb4-admins, e.g. meche-kb4-admins
• user group(s) = dlcname-kb4 or dlcname-kb4-subgroup for 

each user list or sublist, e.g. meche-kb4 or meche-kb4-faculty

• Groups can be nested lists of existing groups if desired
• Submit a ticket to servicedesk@mit.edu

• Request Knowbe4 access from Information Security
• Include the admin group name and the user group name



Questions?




