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NIST Cybersecurity Framework

 Sloan’s Information Security Program uses the NIST
Cybersecurity Framework

« Established in accordance with Executive Order 13636
* Wide adoption across many sectors

e Structure
* Five Functions
 |dentify, Protect, Detect, Respond, Recover
« 20 Categories
94 Subcategories



Self Assessment

 Sloan conducted a self assessment using the NIST
framework

 This initial self assessment was a high level review of the
existing information security controls

« Each of the 94 subcategories were rated by:
— Importance: how critical is a particular subcategory to Sloan
— Maturity: how mature is Sloan’s current implementation

« Scaleranged from 0to 4

 Results helped guide and prioritize Sloan’s infosec program



Self Assessment - Example

« Recover is the least complex function
* Only five subcategories

 Importance — Maturity = Priority

Function Category Subcategory ID Importance Maturity Priority

(I8  Recovery Planning Recovery plan is executed 1 2 0 2
Plans are updated with lessons [RC.IM-

Recover Improvements learned 1 2 1 1
RC.IM-

Recover Improvements Recovery strategy is updated 2 2 0 2
RC.CO-

(ELIM  Communications Public Relations are managed 1 1 0 1
Reputation after an event is |[RC.CO-

FEOYEIE  Communications repaired 2 1 0 1




Self Assessment — Summary

Area
Identify
Protect

Detect
Respond
Recover

Importance Maturity




Self Assessment — Summary

Category Importance Maturity
3.17 1.17
Business Environment 2.75 2.00
Governance 3.00 1.00
Risk Assessment 0.80 0.00
Risk Management 1.33 1.00
| AcessControl ] 2.80 1.60
Awareness and Training 3.00 0.60
Data Security 1.56 1.33
Information Protection 1.55 0.36
Maintenance 0.50 2.00
Protective Technology 1.00 0.60
| AnomaliesandEvents | 0.60 0.60
Security Continuous Monitoring 0.29 0.57
Detection Processes 1.60 1.20
2.00 1.00
1.14 0.29
1.25 1.00
Mitigation 1.00 1.00
Improvements 1.75 0.25
Recovery Planning 2.00 0.00




Security Matters

By Will Hedglon

Sloan's Information Security Program Sloan Technology Services

Sloan’s mission, to develop principled, innovative leaders who improve the world and to generate ideas
that advance management practice, depends on securing and maintaining access to private information

Fall semester (2016): Action Learning worked with 103 companies, 63 NDAs were secured
= NDA = No NDA
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NIST Cybersecurity Framework

Broad Perspective anular Perspe
Area Importance Maturity Area atego hcatego po
Id entify de Organizational information security policy is established 4 0
1 : 4 1
Protect f General users are informed and trained 4 1
Detect . 4 1
Respond : Awareness and Training Senior exe nderstand roles & responsibilities 4 1
3 Awareness and Trainin, Privileged users un roles & responsibilities 3 0
Recover =
4 1
4 2
Business Environment Priorities for organizational mission, objectives, and activiti blished 4 2
d Business Environment  Dependencies and critical functions for delivery of critical services are ished| 4 2
o —
_ Microsoft Advanced Threat Analytics S
tenabl'e Secu”tycenter Identity theft using Pass-the-Hash attack e ARgr oF Sthorot bre Mherbara o E + Function: sponsor policy
I = + Membership: Deputy Dean, Senior Associate Dean
Vulnerabilities By Port % " ! r = for Undergraduate and Master's Programs, Senior
‘_._ " Indergraduats I PP A Fyry Deanfor" 2eat 0
=

« Function: craft policy, scope cost/benefit,
communicate to users
« Membership: Contact Administration, CTO,
— ExecEd, Faculty & Research, Finance, HR, OC,
— Student Services, AD 105
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